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QUESTION 1

Which utility is used to install RPM packages on a Linux system? 

A. APT 

B. YUM 

C. CRON 

D. DPKG 

Correct Answer: B 

 

QUESTION 2

Which three of the following options does the client validate on inspection of a server certificate? (Choose three.) 

A. The subject matches the URL that is being visited. 

B. The website was already in the browser\\'s cache. 

C. A root DNS server provided the IP address for the URL. 

D. The current time is within the certificate\\'s validity date. 

E. The signature of the CA that is in the certificate is valid. 

F. The client already has a session key for the URL. 

Correct Answer: ADE 

 

QUESTION 3

The ECDHE_ECDSA part of the cipher list identifies which one of the following algorithms? 

A. authentication and key exchange 

B. encryption 

C. message authentication code 

D. pseudorandom function 

Correct Answer: A 

 

QUESTION 4

Many legacy cipher suites available in TLS are deemed insecure. Which three of the following traits make them
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insecure? (Choose three.) 

A. cipher suites using DES 

B. cipher suites using RC4 

C. cipher suites using AES 

D. cipher suites using MD5 

E. cipher suites using SHA-256 

Correct Answer: ABD 

 

QUESTION 5

What is a buffer overflow? 

A. A buffer overflow is when a program or software cannot write data in a buffer, causing the application to crash. 

B. A buffer overflow is when a program or software sends the contents of the buffer to an attacker. 

C. A buffer overflow is when an attacker overflows a program with numerous packets to cause a denial-of-service
condition. 

D. A buffer overflow is when a program or software puts more data in a buffer than it can hold or when a program tries
to put data in a memory location past a buffer. 

Correct Answer: D 
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