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QUESTION 1

Which term represents a weakness in a system that could lead to the system being compromised? 

A. vulnerability 

B. threat 

C. exploit 

D. risk 

Correct Answer: A 

 

QUESTION 2

Which three of the following best describe how a SIEM should be used? (Choose three.) 

A. anomaly detection 

B. data correlation 

C. automated reporting 

D. malware reverse engineering 

E. sandboxing 

Correct Answer: ABC 

 

QUESTION 3

Which type of Windows processes operate within the confines of their own memory space? 

A. service 

B. EXEC 

C. user 

D. kernel 

E. privileged 

Correct Answer: C 

 

QUESTION 4

Access control entries (ACE), which are part of an access control list (ACL), can classify packets by inspecting Layer 2
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through Layer 4 headers for a number of parameters, including which of the following items? 

A. Layer 2 protocol information such as EtherTypes 

B. Layer 3 protocol information such as ICMP, TCP, or UDP 

C. Layer 3 header information such as source and destination IP addresses 

D. Layer 4 header information such as source and destination TCP or UDP ports 

Correct Answer: ABCD 

 

QUESTION 5

Which three of the following options are uses for the utility nslookup? (Choose three.) 

A. query DNS servers for A records 

B. display the default DNS server 

C. display all mail servers for a domain 

D. display owner information about a domain 

Correct Answer: ABC 
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