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QUESTION 1

Choose the most difficult stage of an endpoint attack. 

A. acquiring access to an endpoint inside the network 

B. propagating a botnet once you have access to the systems 

C. acquiring a list of ports open on a targeted computer 

D. delivering a phishing email to employees 

Correct Answer: A 

 

QUESTION 2

What is the main characteristic of a hub? 

A. It regenerates the signal and retransmits on all ports. 

B. It uses a MAC address table to switch frames. 

C. When a packet arrives, the hub looks up the routing table before forwarding the packet. 

D. It supports full-duplex mode of transmission. 

Correct Answer: A 

 

QUESTION 3

The following is an example of an Angler exploit kit chain of events: Place the attack steps in order from start to finish. 

Select and Place: 
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Correct Answer:  
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QUESTION 4

Which command is used to view the Windows Registry? 

A. winedit 

B. winreg 

C. regedit 

D. cntedit 

Correct Answer: C 

 

QUESTION 5

What is the key to the success of an MITM attack? 

A. The hacked machine becomes overwhelmed with responses. 

B. TCP/IP bugs make it easy to crash older operating systems. 

C. The attacker waits until after a communication session is established. 

D. Packet flooding consumes resources. 

Correct Answer: C 
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