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QUESTION 1

What percentage of an 1/0 connection would you set the RPI in order to ensure the application has the most current
data?

A. RPI at 50% of IO rate

B. RPI at 25% of 10 rate

C. Pl to 25% of PAC scan rate

D. Set RPI to 50% of PAC scan rate

Correct Answer: A

QUESTION 2

Which two are possible solutions to control which devices can communicate between industrial zones? (Choose two)
A. Use per zone private IP addressing and deploy NAT to control traffic between zones

B. Put access control lists on switches connecting industrial zones to control traffic

C. Attach each zone to a firewall to control intra-zone traffic

D. Deploy QoS traffic shaping to limit the volume of traffic between industrial zones

E. Deploy an IDS system between the zones to control intra-zone traffic

Correct Answer: BC

QUESTION 3

Which statement is correct regarding ProfiNET communication classes?

A. ProfiNET-RT traffic is carried in UDP and TCP packets

B. ProfiNET-NRT is used to carry time critical status information

C. ProfiNET-IRT requires switches with hardware time scheduling capabilities
D. ProfiNET-NRT is prioritized as Layer-2 Class-of-Service 1 (CoS 1)

Correct Answer: C

QUESTION 4

Refer to the exhibit. Which lines represent an I/O connection running at a 20ms RPI?
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T A eTrs
ID=0x000849EE, SEQ=0002627468
ID=UX11EFUUAL , SEQ=U0UIY2L/ UL

192,16
14,1

2909 2315-04-02

8.1, ENIF 76 connection:
Y10 LAS-U4-0d L]

-1 ENIF 4 CONNBCTIon

18, 1hE, 1. £

2913 2)15-04-03 6:43, 352180000 192.168.1.2 192.168.1.3 60 62601-44818 [ACK] Seq=1 Ack=1 Win=8192 Len=0
2014 2015-04-03 09:06:43, 352184000 Rockwell_3a.4a:(6roadcast ARP 60 who has 192.168.1.27 Tell 192.168.1.3
2915 2015-04-03 09:06:43, 352185000 Rockwell_cB:17:4Rockwall_3a:4a: aRP 60 192.168,1.2 15 at 00:00:bc:c8;17:42
2916 2)15-04-03 09:06:42. 353492000 192.168.1.2 192.168.1.3 ENIP 82 Register Session (Req), Sessionz@@ROOC0O000
2917 2)15-04-03 09:06:43, 353495000 192.168.1.3 192.168.1.2 EKIP 82 Reqister Session (Rsp), Sessioni OsO8000L00
2918 2)15-04-03 09:06:43. 353497000 192.168.1.2 192.168.1.3 €Ip ¢ 154 Forward open
2019 2715-04-03 09:06:43. 355730000 192.168.1.4 192.168.1.2 ENIP 359 Connaction: z 8324
2920 2015-04-03 09:06:43, 355735000 192.166.1.3 192.168.1.2 ENIP 98 Connection: 408 00000000
2021 2315-04-03 00:06:43. 355737000 192.166.1.3 192.168.1.2 CIP C¥ 146 Success 3
2922 2315-04-03 09:06:43. 366424000 192.166.1.9 192.168.1.2 ENIP 72 Connection: SEQ=0002628115
2923 2315-04-03 00:06:43. 366458000 192.168.1.2 192.168.1.4 ENIP 74 Connection: SEQ=0003940703
2924 2315-04-03 09:06:43. 371153000 192.168.1.2 1972.168.1.3 ENIP B6 Connaction: SEQ=0000000000
20235 3315 04 03 00:06:43. 373605000 192.168.1.2 152.168.1.9 LhIM 76 Conncction: ECG=0002627460
2026 2315-04-03 00:06:43. 375686000 192.168.1.4 192.168.1.2 ENIP 359 Connectigh : . SEQ=0003038325
2027 2)15-04-03 00:06:43. 387157000 192.168.1.2 192.168.1.4 ENIP ! \ @o:me:om, SEQ=0003940704
2928 2)15-04-03 09:06:43, 395590000 192.168.1.4 192.168.1.2 ENIP 2l IDS0x015240C2, SEQ=0003938326
2929 2)15-04-03 09:06:43. 395594000 192.168.1.9 192.168.1.2 ENIP 2 L 1Da0x005240C0, SEQ=0002628116
2930 2)15-04-03 00:06:43. 403825000 192.168.1.2 192.168.1.9 ENIP I D-0x000BADEE, SEQ=0002627470
3931 2115-04-03 09:06:43.405574000 192.168.1.3 192.168.1.2 ENIP 10=0x00024004, SEQ=0000000001
2932 2015-04-03 09:06:43, 407320000 192.166.1.2 192.168.1.4 10-0x11EFO0AL, SEQ-0003940705
2943 JHD=U4=03 USIUDISS, S a8LEU00 19, 168, 1.5 1¥£.108.1. 2 ID=UXULL3UCS, SEQ=UULSYIETL/
2934 2)15-04-03 09:06:43,421235000 192.168.1.2 192.168.1.3 N, 10-0x005E4004 , SEQ-0000000001
2935 205-04-03 09:06:43, 426793000 192.168.1.9 192.168,1. 72 Corinection: ID=0x005240cC0, SEQ-0002628117
2936 2015-04-03 09:06:43, 426797000 192.168.1.2 192.168.1. 74 Commection: ID=Ox11EFO0AL, SEQ=0003940706
2937 2015-04-03 09:06:43, 412648000 192.168.1.2 192, & 30 Forward open
2938 2015-04-03 09:06:43,412653000 192.166.1.2 192. 0 76 Cconnection: ID-0x000B49EE, SEQ-0002627471
2930 2)15-04-03 09:06:43. 436110000 192.168.1.4 192, 350 Cconnection: ID=0x015240C2, SEQ=0003938328
2040 2)15-04-03 09:06:43. 441156000 192.168.1.3 -3 144 Success
2041 2715-04-03 09:06:43. 447344000 192.168.1.2 74 Conmection: ID=0x11EFO0AL, SEQ=0003940707
2942 2015-04-03 09:06:43,452305000 192.166.1.2 i 134 Copnection: ID=0xQODE400S, SEQ=0000000000
2043 2015-04-03 00:06:43,455533000 192.168.1.3 fa 98 Conmection: ID=0x00D240D4, SEQ=0000000002
2944 2315-04-03 09:06:43.455537000 192.166.1,4 A 359 Connection: ID=0x(15240C2, SEQ=0003935329
2045 2315-04-03 09:06:43, 455539000 192,1668.7. diky 72 Connaction: ID=0x005240C0, SEQ=0002628118
2046 2315-04-03 09:06:43. 463863000 193 ” : F L 76 Connaction: ID=0xO00B49EE, SEQ=0002627472
2947 2315-04-03 143, 467 32000043 % 192.168.1. 74 Connection: ID=Ox11EFO0AL, SEQ=0003940708
3. 1.

2048 2015-04-03 =AE. 471347000 1032 168 EE& Connaction:

ID=0x005CA 004

EEQ=-0000000002

3159 connection: ID=0x0L5240¢2, SEQ=0003918330

2951 2115-04-03 106243 47576000

EB.1.4 172
2852 2115-04-03 09:06:43 483801000 192.16B.1.3 192.168.1.2 ENIP 410 connection: ID=0x0IDZ4005, SEQ=0000000000
2953 2115-04-03 09:06:43. 486451000 193.16E.1.9 192.168.1.2 ENIF 72 connection: ID=0x005240c0, SEQ=0002628119
2054 205-04-03 00:06:43 486482000 192.16E.1.2 192.168.1.4 ENIP 74 connection: ID-Ox11EFO0AL, SEQ-0003940709
2955 2715-04-03 09:06:43. 493659000 192.168.1.2 192.168.1.9 ENIP 76 connection: ID=0x000B49EE, SEQ=D002627473
LH00 LAS-UE-0d UEIUGIS3, 394 J30000 LWL, 10E, T, £U02 1¥2.108.1,430  ENIP b L1ST Igentity (Req)
2057 2¥5-04=03 09:06:43. 494670000 192.166.1. 202 192.168.1.255 ENIP 66 List Tdenmity (Req)
2958 20115-04-03 09:06:43. 495733000 192.168.1. 4 192.168.1.2 ENIF 358 connection: ID=-0x013240C2, SEQ=0003938331

A. 2919, 2923, 2926
B. 2920, 2926, 2929
C. 2922, 2929, 2935
D. 2914, 2915, 2916

Correct Answer: A

QUESTION 5

Which statement is correct regarding Media Redundancy Protocol (MRP) in a ring of ProfiNET devices?
A. When a link fault is detected, MRP rings must converge in less than 100 milliseconds

B. MRP defines two device roles, Media Redundancy Master and Media Redundancy Client

C. MRP can support rings of up to 250 devices

D. MRP is only supported on network switches

Correct Answer: B
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