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QUESTION 1

Which of these statements about PDO is NOT true? 

A. PDO has built-in support for Large Objects (LOBs). 

B. Placeholders within PDO prepared statements need to be named. 

C. When something goes wrong, PDO can throw an instance of its own exception class. 

D. PDO does not emulate missing database features. 

Correct Answer: B 

 

QUESTION 2

Is the following code vulnerable to SQL Injection ($mysqli is an instance of the MySQLi class)? 

$age = $mysqli->real_escape_string($_GET[\\'age\\']); 

$name = $mysqli->real_escape_string($_GET[\\'name\\']); 

$query = "SELECT * FROM `table` WHERE name LIKE \\'$name\\' AND age = $age"; $results =
$mysqli>query($query); 

A. No, the code is fully protected from SQL Injection. 

B. Yes, because the $name variable is improperly escaped. 

C. Yes, because the $name variable and the $age variable is improperly escaped. 

D. Yes, because the $age variable is improperly escaped. 

E. Yes, because you cannot prevent SQL Injection when using MySQLi 

Correct Answer: D 

 

QUESTION 3

Which of the following does NOT help to protect against session hijacking and fixation attacks? 

A. Use SSL and set the $secure cookie parameter to true . 

B. Set the session.use_only_cookies php.ini parameter to 1 . 

C. Set the session.cookie_lifetime php.ini parameter to 0 . 

D. Protect against XSS vulnerabilities in the application. 

E. Rotate the session id on successful login and logout using session_regenerate_id() 
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Correct Answer: C 

 

QUESTION 4

Which of the following parts must a XML document have in order to be well-formed? 

A. An XML declaration 

B. A root element 

C. A specified encoding 

D. A reference to either a DTD or an XML schema definition 

Correct Answer: B 

 

QUESTION 5

In the following code, which line should be changed so it outputs the number 2: 

class A { 

protected $x = array(); /* A */ 

public function getX() { /* B */ 

return $this->x; /* C */ 

} 

} 

$a = new A(); /* D */ 

array_push($a->getX(), "one"); 

array_push($a->getX(), "two"); 

echo count($a->getX()); 

A. No changes needed, the code would output 2 as is 

B. Line A, to: protected and$x = array(); 

C. Line B, to: public function andgetX() { 

D. Line C, to: return and$this->x; 

E. Line D, to: $a =and new A(); 

Correct Answer: C 
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