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QUESTION 1

What is a function of Cisco Advanced Malware Protection for a Next-Generation IPS?

A. authorizing potentially compromised wireless traffic

B. inspecting specific files and file types for malware

C. authenticating end users

D. URL filtering

Correct Answer: B

AMP gives you real-time blocking of malware and advanced sandboxing , that is backed up by world class global threat

intelligence, to provide rapid detection, containment and removal of advanced malware
https://www.cisco.com/c/en/us/products/security/amp-appliances/index.html

QUESTION 2

Which statement about Cisco Discovery Protocol is true?

A. It is a Cisco-proprietary protocol.

B. It runs on the network layer.

C. It can discover information from routers, firewalls, and switches.
D. It runs on the physical layer and the data link layer.

Correct Answer: A

QUESTION 3

Refer to the exhibit.
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Gateway of last resort is 172.16.2.2 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 3 subnets, 3 masks
10.10.100.0/26 is directly connected, GigabitEthernet0/0/6
10.10.10.0/24 is directly connected, GigabitEthernet0/0/0
10.10.10.3/32 is directly connected, GigabitEthernet0/0/0

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

s 172.16.1.33/32 is directly connected, GigabitEthernet0/0/1

c 172.16.2.0/23 is directly connected, GigabitEthernet(0/0/1

L 172.16.2.1/32 is directly connected, GigabitEthernet0/0/1

S+ 0.0.0.0/0 [1/0] via 172.16.2.2

e O

A packet sourced from 10.10.10.32 is destined for the internet.

A.0

D. 32
Correct Answer: B
The administrative distance for the destination route is 1 because the gateway of last resort is configured with an

administrative distance of 1 (indicated by the [1/0] in the routing table output) and the destination route for the Internet
(0.0.0.0/0) is learned via that gateway. Therefore, the correct answer is B. 1.

QUESTION 4

What must be considered for a locally switched FlexConnect AP if the VLANS that are used by the AP and client access
are different?

A. The APs must be connected to the switch with multiple links in LAG mode
B. The switch port mode must be set to trunk

C. The native VLAN must match the management VLAN of the AP

D. IEEE 802.10 trunking must be disabled on the switch port.

Correct Answer: B

QUESTION 5
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Drag and drop the cloud-computing components from the left onto the correct descriptions on the right.

Select and Place:

Global Unicast Address

equivalent to public IPv4 addresses

addressing for exclusive use internally
without Internet routing

addresses with prefix FC00::/7

routable and reachable via
the Internet

Correct Answer:

Unique Local Address

Global Unicast Address

equivalent to public IPv4 addresses

addressing for exclusive use internally
without Internet routing

Unique Local Address

routable and reachable via
the Internet

addresses with prefix FC00::/7
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