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QUESTION 1

What ate two categories of DDoS attacks? (Choose two.) 

A. split brain 

B. scanning 

C. phishing 

D. reflected 

E. direct 

Correct Answer: DE 

 

QUESTION 2

Refer to the exhibit. 

Which field contains DNS header information if the payload is a query or response? 
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A. ID 

B. Z 

C. QR 

D. TC 

Correct Answer: C 

 

 

QUESTION 3

What describes the defense-m-depth principle? 

A. defining precise guidelines for new workstation installations 

B. categorizing critical assets within the organization 

C. isolating guest Wi-Fi from the focal network 

D. implementing alerts for unexpected asset malfunctions 

Correct Answer: B 

 

QUESTION 4

Which technology prevents end-device to end-device IP traceability? 

A. encryption 

B. load balancing 

C. NAT/PAT 

D. tunneling 

Correct Answer: C 

 

QUESTION 5

What is the difference between attack surface and vulnerability? 

A. A vulnerability is a way of taking advantage of a system or resource, and an attack surface is a specific technique
utilized by the vulnerability. 

B. An attack surface is a way of taking advantage of a system or resource, and a vulnerability is a specific technique
utilized by the vulnerability. 

C. An attack surface describes how software or a system is exposed to potential attacks, and a vulnerability is an actual
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weakness that exposes the potential risk. 

D. A vulnerability describes how software or a system is exposed to potential attacks, and an attack surface is an actual
weakness that exposes the potential risk. 

Correct Answer: C 
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