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QUESTION 1

Refer to the exhibit.

Fiter pop.request.command == PASS ;] Expression... Clear Apply Seve
Mo. Time Source Destination Protocol Info

30225 *REF* 192.168.10.1 192.168.10,132 POP C: PASS eeeevw
30226 0.000422 192.168.10.1 192.168.10.132 POP C: PASS eeeewvw
30264 0.074131 192.168.10.1 192.168.10.132 POP C: PASS eeeevy
30312 0.199417 192.168.10.1 192.168.10.132 POP C: PASS eeeavy
30322 0.249480 192.168.10.1 192.168.10.132 POP C: PASS eeeevb
30325 0. 262069 192.168.10.1 192.168.10.132 POP C: PASS eeeevB
30326 0.262111 192.168.10.1 192.168.10.132 POP C: PASS eeeevv
30330 0.277704 192.168.10.1 192.168.10.132 POP C: PASS eeeevV
30331 0.277711 192.168.10.1 192.168.10.132 POP C: PASS eeeevk
30332 0.277711 192.168.10.1 192.168.10.132 POP C: PASS eeeevk
30345 0.327554 192.168.10.1 192.168.10.132 POP C: PASS pepavyx
310346 0.327642 192.168.10.1 192.168.10.132 POP C: PASS aeeevX

Which alert is identified from this packet capture?
A. man-in-the-middle attack

B. brute-force attack

C. ARP poisoning

D. SQL injection

Correct Answer: B

QUESTION 2

What is a description of "phishing" as a social engineering attack?

A. Fake Social Security Administration personnel contact random individuals, inform them that there has been a
computer problem on their end, and ask that those individuals confirm their Social Security Number, all for the purpose

of committing identity theft.

B. A hacker, masquerading as a trusted entity, dupes a victim into opening an email, instant message, or text message.
The recipient is then tricked into clicking a malicious link.

C. The attacker focuses on creating a good pretext, or a fabricated scenario, that is used to try and steal victims

Correct Answer: B
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QUESTION 3

A user received a targeted spear-phishing email and identified it as suspicious before opening the content. To which
category of the Cyber Kill Chain model does to this type of event belong?

A. weaponization
B. delivery

C. exploitation

D. reconnaissance

Correct Answer: B

QUESTION 4

Refer to the exhibit.

HKEY_LOCAL_MACHINE

Which component is identifiable in this exhibit?

A. Trusted Root Certificate store on the local machine

B. Windows PowerShell verb

C. Windows Registry hive

D. local service in the Windows Services Manager

Correct Answer: C

https://docs.microsoft.com/en-us/windows/win32/sysinfo/registry-hives https://Idapwiki.com/wiki/HKEY_LOCAL_MACHI

NE#:~:text=HKEY_LOCAL_MACHINE%20Windows%?20registry%20hive%20contains,detected%20hardware%20and%
20device%20d rivers.

QUESTION 5

A system administrator is ensuring that specific registry information is accurate.

Which type of configuration information does the HKEY_LOCAL_MACHINE hive contain?
A. file extension associations

B. hardware, software, and security settings for the system
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C. currently logged in users, including folders and control panel settings
D. all users on the system, including visual settings
Correct Answer: B

https://docs.microsoft.com/en-us/troubleshoot/windows-server/performance/windows- registry-advanced-users
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