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QUESTION 1

Which category relates to improper use or disclosure of PII data? 

A. legal 

B. compliance 

C. regulated 

D. contractual 

Correct Answer: C 

 

QUESTION 2

What is the virtual address space for a Windows process? 

A. physical location of an object in memory 

B. set of pages that reside in the physical memory 

C. system-level memory protection feature built into the operating system 

D. set of virtual memory addresses that can be used 

Correct Answer: D 

 

QUESTION 3

An organization\\'s security team has detected network spikes coming from the internal network. An investigation has
concluded that the spike in traffic was from intensive network scanning How should the analyst collect the traffic to
isolate the suspicious host? 

A. by most active source IP 

B. by most used ports 

C. based on the protocols used 

D. based on the most used applications 

Correct Answer: A 

 

QUESTION 4

An engineer receives a security alert that traffic with a known TOR exit node has occurred on the network. What is the
impact of this traffic? 
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A. ransomware communicating after infection 

B. users downloading copyrighted content 

C. data exfiltration 

D. user circumvention of the firewall 

Correct Answer: D 

 

QUESTION 5

What is a description of a social engineering attack? 

A. fake offer for free music download to trick the user into providing sensitive data 

B. package deliberately sent to the wrong receiver to advertise a new product 

C. mistakenly received valuable order destined for another person and hidden on purpose 

D. email offering last-minute deals on various vacations around the world with a due date and a counter 

Correct Answer: D 
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