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QUESTION 1

Refer to the exhibit. 

A network administrator is investigating suspicious network activity by analyzing captured traffic. An engineer notices
abnormal behavior and discovers that the default user agent is present in the headers of requests and data being
transmitted What is occurring? 

A. indicators of denial-of-service attack due to the frequency of requests 

B. garbage flood attack attacker is sending garbage binary data to open ports 

C. indicators of data exfiltration HTTP requests must be plain text 

D. cache bypassing attack: attacker is sending requests for noncacheable content 

Correct Answer: C 

 

 

QUESTION 2

What is an example of social engineering attacks? 

A. receiving an unexpected email from an unknown person with an attachment from someone in the same company 

B. receiving an email from human resources requesting a visit to their secure website to update contact information 

C. sending a verbal request to an administrator who knows how to change an account password 

D. receiving an invitation to the department\\'s weekly WebEx meeting 
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Correct Answer: C 

 

QUESTION 3

Refer to the exhibit. 

Which alert is identified from this packet capture? 

A. man-in-the-middle attack 

B. brute-force attack 

C. ARP poisoning 

D. SQL injection 

Correct Answer: B 

 

 

QUESTION 4

Refer to the exhibit. 
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Where is the executable file? 

A. info 

B. tags 

C. MIME 

D. name 

Correct Answer: C 

 

 

QUESTION 5

How does statistical detection differ from rule-based detection? 

A. Statistical detection involves the evaluation of events, and rule-based detection requires an evaluated set of events to
function. 

B. Statistical detection defines legitimate data over time, and rule-based detection works on a predefined set of rules 

C. Rule-based detection involves the evaluation of events, and statistical detection requires an evaluated set of events
to function Rule-based detection defines 

D. legitimate data over a period of time, and statistical detection works on a predefined set of rules 

Correct Answer: B 
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