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QUESTION 1

Which metric in CVSS indicates an attack that takes a destination bank account number and replaces it with a different
bank account number?

A. integrity

B. confidentiality
C. availability

D. scope

Correct Answer: A

QUESTION 2

What is rule-based detection when compared to statistical detection?
A. proof of a user\\'s identity

B. proof of a user\\'s action

C. likelihood of user\\'s action

D. falsification of a user\\'s identity

Correct Answer: B

QUESTION 3

Refer to the exhibit.

Mar 6 10:35:34 user sshd[12900]: pam_unix(sshd:auth):authentication failure;
logname= uid=0 euid=0 tty=ssh ruser= rhost=127.0.0.1

Mar 6 10:35:36 user sshd[12900]: Failed password for invalid user not_bill from
127.0.0.1 port 38346 ssh2

In which Linux log file is this output found?
A. Ivar/log/authorization.log

B. /var/log/dmesg

C. var/log/var.log

D. Ivar/log/auth.log
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Correct Answer: D

QUESTION 4

How does an attacker observe network traffic exchanged between two users?
A. port scanning

B. man-in-the-middle

C. command injection

D. denial of service

Correct Answer: B

QUESTION 5
How does an attack surface differ from an attack vector?

A. An attack vector recognizes the potential outcomes of an attack, and the attack surface is choosing a method of an
attack.

B. An attack surface identifies vulnerable parts for an attack, and an attack vector specifies which attacks are feasible to
those parts.

C. An attack surface mitigates external vulnerabilities, and an attack vector identifies mitigation techniques and possible
workarounds.

D. An attack vector matches components that can be exploited, and an attack surface classifies the potential path for
exploitation

Correct Answer: B
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