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QUESTION 1

How can TOR impact data visibility inside an organization? 

A. no impact 

B. increases security 

C. increases data integrity 

D. decreases visibility 

Correct Answer: D 

 

 

QUESTION 2

Which type of data is used to detect anomalies in the network? 

A. statistical data 

B. metadata 

C. transaction data 

D. alert data 

Correct Answer: A 

 

 

QUESTION 3

Refer to the exhibit. 
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What does this Cuckoo sandbox report indicate? 

A. The file is ransomware. 

B. The file is spyware. 

C. The file will open unsecure ports when executed. 

D. The file will open a command interpreter when executed. 

Correct Answer: B 

 

 

QUESTION 4

An analyst received a ticket regarding a degraded processing capability for one of the HR department\\'s servers. On
the same day, an engineer noticed a disabled antivirus software and was not able to determine when or why it occurred.
According to the NIST Incident Handling Guide, what is the next phase of this investigation? 

A. Recovery 

B. Detection 

C. Eradication 

D. Analysis 
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Correct Answer: D 

 

 

QUESTION 5

Which two protocols are used for DDoS amplification attacks? (Choose two.) 

A. HTTP 

B. DNS 

C. TCP 

D. ICMPv6 

E. NTP 

Correct Answer: BE 
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