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QUESTION 1

What information does a router running a link-state protocol use to build and maintain its topological database? (Choose
two.)

A. hello packets

B. SAP messages sent by other routers

C. LSAs from other routers

D. beacons received on point-to-point links

E. routing tables received from other link-state routers

F. TTL packets from designated routers

Correct Answer: AC

Neighbor discovery is the first step in getting a link state environment up and running. In keeping with the friendly
neighbor terminology, a Hello protocol is used for this step. The protocol will define a Hello packet format and a
procedure for

exchanging the packets and processing the information the packets contain.

After the adjacencies are established, the routers may begin sending out LSAs. As the term flooding implies, the
advertisements are sent to every neighbor. In turn, each received LSA is copied and forwarded to every neighbor except

the one

that sent the LSA.

QUESTION 2

What are the benefits of using Netflow? (Choose three.)

A. Network, Application and User Monitoring

B. Network Planning

C. Security Analysis

D. Accounting/Billing

Correct Answer: ACD

NetFlow traditionally enables several key customer applications including:

+

Network Monitoring ?NetFlow data enables extensive near real time network monitoring capabilities. Flow-based
analysis technigues may be utilized to visualize traffic patterns associated with individual routers and switches as well
as on a network-wide basis (providing aggregate traffic or application based views) to provide proactive problem
detection, efficient troubleshooting, and rapid problem resolution.
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+

Application Monitoring and Profiling ?NetFlow data enables network managers to gain a detailed, time-based, view of
application usage over the network. This information is used to plan, understand new services, and allocate network and
application resources (e.g. Web server sizing and VolP deployment) to responsively meet customer demands.

+

User Monitoring and Profiling ?NetFlow data enables network engineers to gain detailed understanding of
customer/user utilization of network and application resources. This information may then be utilized to efficiently plan
and allocate access, backbone and application resources as well as to detect and resolve potential security and policy
violations.

+

Network Planning ?NetFlow can be used to capture data over a long period of time producing the opportunity to track
and anticipate network growth and plan upgrades to increase the number of routing devices, ports, or higher- bandwidth
interfaces. NetFlow services data optimizes network planning including peering, backbone upgrade planning, and
routing policy planning. NetFlow helps to minimize the total cost of network operations while maximizing network
performance, capacity, and reliability. NetFlow detects unwanted WAN traffic, validates bandwidth and Quality of
Service (QOS) and allows the analysis of new network applications. NetFlow will give you valuable information to
reduce the cost of operating your network.

+

Security Analysis ?NetFlow identifies and classifies DDOS attacks, viruses and worms in real-time. Changes in network
behavior indicate anomalies that are clearly demonstrated in NetFlow data. The data is also a valuable forensic tool to
understand and replay the history of security incidents.

+

Accounting/Billing ?NetFlow data provides fine-grained metering (e.g. flow data includes details such as IP addresses,
packet and byte counts, timestamps, type-of-service and application ports, etc.) for highly flexible and detailed resource
utilization accounting. Service providers may utilize the information for billing based on time-of-day, bandwidth usage,
application usage, quality of service, etc. Enterprise customers may utilize the information for departmental charge-back
or cost allocation for resource utilization.

QUESTION 3

What Netflow component can be applied to an interface to track IPv4 traffic?

A. flow monitor

B. flow record

C. flow sampler

D. flow exporter

Correct Answer: A

Flow monitors are the Flexible NetFlow component that is applied to interfaces to perform network traffic monitoring.

Flow monitors consist of a record and a cache. You add the record to the flow monitor after you create the flow monitor.
The
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flow monitor cache is automatically created at the time the flow monitor is applied to the first interface. Flow data is
collected from the network traffic during the monitoring process based on the key and nonkey fields in the record, which
is

configured for the flow monitor and stored in the flow monitor cache.

For example, the following example creates a flow monitor named FLOW-MONITOR-1 and enters Flexible NetFlow flow
monitor configuration mode:

Router(config)# flow monitor FLOW-MONITOR-1

Router(config-flow-monitor)#

QUESTION 4

Which NAT function can map multiple inside addresses to a single outside address?
A. PAT

B. SFTP

C. RARP

D. ARP

E. TFTP

Correct Answer: A

QUESTION 5

Refer to the exhibit.

&

DLCINY

DLCI16;

DLCI99 ; “hMDLC[EB

In the Frame Relay network, which IP addresses would be assigned to the interfaces with point-to-point PVCs?
A. DLCI 16: 192.168.10.1 /24 DLCI 17: 192.168.10.1 /24 DLCI 99: 192.168.10.2 /24 DLCI 28: 192.168.10.3 /24

B. DLCI 16: 192.168.10.1 /24 DLCI 17: 192.168.11.1 /24 DLCI 99: 192.168.12.1 /24 DLCI 28: 192.168.13.1 /24
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C. DLCI 16: 192.168.10.1 /24 DLCI 17: 192.168.11.1 /24 DLCI 99: 192.168.10.2 /24 DLCI 28: 192.168.11.2 /24

D. DLCI 16: 192.168.10.1 /24 DLCI 17: 192.168.10.2 /24 DLCI 99: 192.168.10.3 /24 DLCI 28: 192.168.10.4 /24
Correct Answer: C

With point to point PVC\\'s, each connection needs to be in a separate subnet. The R2-R1 connection (DLCI 16 to 99)

would have each router within the same subnet. Similarly, the R3-R1 connection would also be in the same subnet, but
it must be in a different one than the R2-R1 connection.
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