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QUESTION 1

Refer to the exhibit.

switch{config)#interface fastethernet 0,1
switchi{config-if)#switchport mode access
switch({config-if)#switchport port-security
switchi{config-if)#switchport port-securi
switch{config-if)#switchport port-securj
switch{config-if)#end

imum 3
ac-address sticky

Which of these correctly describes the results of port security violation of an unknown packet?
A. port enabled; unknown packets dropped; no SNMP or syslog messages

B. port enabled; unknown packets dropped; SNMP or syslog messages

C. port disabled; no SNMP or syslog messages

D. port disabled; SNMP or syslog messages

Correct Answer: D

Configuring Port Security http://packetlife.net/blog/2010/may/3/port-security/

We can view the default port security configuration with show port-security:

Switch# show port-security interfac 013

Port Zecurity : Enahb
Fort Status e down
| Violation Mode : OwWH |
Aoing Time 4 ins
Loging Type Wbsolute
Secureltatic Address Ag Dizahled
Maximnan MAC Addresses Rl it
Total MAC Addresses HE=I B
Configured MAC D?Qes 5=l
Sticky MAC Addr o B
Laszt Source Z:Vlan : 0000, 0000, 0000:0
Jecurity Vi on Count 1l
A

http://www.ciscopress.com/articles/article.asp?p=1722561
Switchport Security Violations

The second piece of switchport port-security that must be understood is a security violation including what it is what
causes it and what the different violation modes that exist. A switchport violation occurs in one of two situations:

When the maximum number of secure MAC addresses has been reached (by default, the maximum number of secure
MAC addresses per switchport is limited to
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An address learned or configured on one secure interface is seen on another secure interface in the same VLAN The
action that the device takes when one of these violations occurs can be configured:

Protect--This mode permits traffic from known MAC addresses to continue to be forwarded while dropping traffic from
unknown MAC addresses when over the allowed MAC address limit. When configured with this mode, no natification
action

is taken when traffic is dropped. Restrict--This mode permits traffic from known MAC addresses to continue to be
forwarded while dropping traffic from unknown MAC addresses when over the allowed MAC address limit. When
configured

with this mode, a syslog message is logged, a Simple Network Management Protocol (SNMP) trap is sent, and a
violation counter is incremented when traffic is dropped.

Shutdown--This mode is the default violation mode; when in this mode, the switch will automatically force the switchport
into an error disabled (err-disable) state when a violation occurs. While in this state, the switchport forwards no traffic.

The switchport can be brought out of this error disabled state by issuing the errdisable recovery cause CLI command or
by disabling and re-enabling the switchport. Shutdown VLAN--This mode mimics the behavior of the shutdown mode
but

limits the error disabled state the specific violating VLAN.

QUESTION 2

A router is running three routing processes: RIP, OSPF, and EIGRP, each configured with default characteristics. Each
process learns a route to the same remote network. If there are no static routes to the destination and none of the
routes were redistributed, which route will be placed in the IP routing table?

A. the route learned through EIGRP

B. the route learned through OSPF

C. the route learned through RIP

D. the route with the lowest metric

E. all three routes with the router load balancing

Correct Answer: A

Reference: http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080094195.shtml

Administrative distance is the feature that routers use in order to select the best path. Administrative distance defines

the reliability of a routing protocol. Each routing protocol is prioritized in order of most to least reliable (believable) with
the help of an administrative distance value. Lowest Administrative distance will be chosen first.
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Route Source Default Distance Values

Connecled interface 1]

Static route 1

Enhanced Interior Gateway Routing
Frotocol (EIGRF) summary route

External Border Gateway “rotocol

(BGP) =

Internal EIGRP &
IGRP

OSPF 110
Intermediate Qy'stenw-tn-llwt 115
System (15415)

Routing Informatio ol (RIF) | 120
Exterior Gateway ( 140
2 Demand ODR) 160
External EIGRP 170
Internal BGP 200
IUnknowa™ 255

QUESTION 3

A new switch is being added to the River Campus LAN. You will work to complete this process by first configuring the
building_2 switch with an IP address and default gateway. For the switch host address, you should use the last available
IP address on the management subnet. In addition, the switch needs to be configured to be in the same VTP domain as
the building_1 switch and also needs to be configured as a VTP client. Assume that the IP configuration and VTP
configuration on building_1 are complete and correct. The configuration of the router is not accessible for this exercise.
You must accomplish the following tasks: Determine and configure the IP host address of the new switch. Determine
and configure the default gateway of the new switch. Determine and configure the correct VTP domain name for the
new switch. Configure the new switch as a VTP client.
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You will have to O°

scroll this window . VLAN trunk (U™ VLAN trunk _

and the problem S~ Fao/t Fa0i24 dra0/23 Fa0i24 __,""_—.-'—,rt/
i : -___'r-. _;:'r"._;

staternent window
to view the entire
Fa0/12

problem.

To configure the 1
swilch click on-a ,'
host icon that is ="
connectea 10:a yo\ 1 [
swiich by a serial € E = =9
console cable B0 ® HostA HostB Console HostC HostD Console ‘
{shown in the a8
diagram as a
curved salid AR
dashed line). -

The [Tab] key

"="Hide Topology

Correct Answer: Here are the Steps for this Lab Solution:

The question states we can\\'t access the router so we can only get required information from switch building_1. Click
on the PC connected with switch building_1

(through a console line) to access switch building_1s CLI. On this switch use the show running-config command:
building_1#show running-config

Next use the show vtp status command to learn about the vtp domain on this switch

building_1#show vtp status

(Notice: the IP address, IP default-gateway and VTP domain name might be different!!!) You should write down these 3
parameters carefully.

Configuring the new switch

+ Determine and configure the IP host address of the new switch The question requires "for the switch host address,
you should use the last available IP address

on the management subnet”. The building_1 switch\\'s IP address, which is 192.168.22.50 255.255.255.224, belongs to
the management subnet.

Increment: 32 (because 224 = 1110 0000)
Network address: 192.168.22.32
Broadcast address: 192.168.22.63

->The last available IP address on the management subnet is 192.168.22.62 and it hasn\\'t been used (notice that the IP
address of Fa0/1 interface of the router is

also the default gateway address 192.168.22.35).
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Also notice that the management IP address of a switch should be configured in Vlanl interface. After it is configured,
we can connect to it via telnet or SSH to

manage it.

Switch2#configure terminal

Switch2(config)#interface Vlanl

Switch2(config-if)#ip address 192.168.22.62 255.255.255.224

Switch2(config-ify#no shutdown (not really necessary since VLAN interfaces are not physical and are not shut
down but, no harm in doing so and is good practice for physical ports)

+ Determine and configure the default gateway of the new switch The default gateway of this new switch is same as that
of building_1 switch, which is 192.168.22.35

Switch2(config-if)#exit
Switch2(config)#ip default-gateway 192.168.22.35

+ Determine and configure the correct VTP domain name for the new switch The VTP domain name shown on
building_1 switch is Cisco so we have to use itin

the new switch (notice: the VTP domain name will be different in the exam and it is case sensitive so be careful)
Switch2(config)#vtp domain Cisco

+ Configure the new switch as a VTP client

Switch2(config)#vtp mode client

We should check the new configuration with the "show running-config" and "show vtp status"”; also try pinging from the
new switch to the the default gateway to make

sure it works well.
Finally save the configuration:
Switch2(config)#exit

Switch2#copy running-config startup-config

QUESTION 4

What does the frame-relay interface-dlci command configure?
A. local DLCI on the subinterface

B. remote DLCI on the main interface

C. remote DCLI on the subinterface

D. local DLCI on the main interface
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Correct Answer: A

Frame Relay for ICND Exam

http://lwww.ciscopress.com/articles/article.asp?p=100603andseqNum=3

To assign a data-link connection identifier (DLCI) to a specified Frame Relay subinterface on the router or access
server, or to assign a specific permanent virtual circuit (PVC) to a DLCI, or to apply a virtual template configuration for a

PPP

session, use the frame-relay interface-dici interface configuration command Example 4-23 Example of frame-relay
interface-dici Command and the Output of show frame- relay map

R4(config)#interface s1/2.403 point-to-point
R4(config-subif)#frame-relay interface-dici ?

Define a switched or locally terminated DLCI R4(config-subif)#frame-relay interface-dici 403 ? cisco Use CISCO
Encapsulation

ietf Use RFC1490/RFC2427 Encapsulation
ppp Use RFC1973 Encapsulation to support PPP over FR protocol Optional protocol information for remote end
R4#show frame-relay map

Seriall/2.403 (up): point-to-point dici, dici 403(0xC9,0x3090), broadcast status defined, active R4#

QUESTION 5

Refer to the exhibit.
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Sw2#show vlan brief

YLAR Mame

1 derault
110 Marketing Fais, Falsy, Falss, Fal
Faoi0, Falm1, Fanilz, Fadn 3
Fali14, Falma
15 Accounting 6 active  FalM &, Fal18, Falig, Fadi2c
9 Fali21, Falr22, Fadiz4

active  Falr2, Falid, Falid, Falib

20 Admin lb
1002 fddi-dﬂ acive

1003 taken-ri efault acive
1004 fddinet-defzult acive
10048  trnet-default active
Sl 2#

A technician has configured the FastEthernet 0/1 interface on Swll as an access link in VLAN

1. Based on the output from the show vlan brief command issued on Swi12, what will be the result of making this change
on Swl1l?

A. Only the hosts in VLAN 1 on the two switches will be able to communicate with each other.

B. The hosts in all VLANs on the two switches will be able to communicate with each other.

C. Only the hosts in VLAN 10 and VLAN 15 on the two switches will be able to communicate with each other.

D. Hosts will not be able to communicate between the two switches.

Correct Answer: D

VLANSs are local to each switch\\'s database, and VLAN information is not passed between switches without
implementing VLAN Trunk Protocol (VTP). Trunks carry traffic from all VLANs to and from the switch by default but, can

be configured

to carry only specified VLAN traffic. Trunk links are required to pass VLAN information between switches. So Sw11 port
should be trunk not access port. Additionally, there are no ports assigned to VLAN 1.
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