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QUESTION 1

You have an application server that needs to copy data on Oracle Cloud Infrastrucutre (OCI) object storage in the same
region. You have created a service gateway for OCI object storage in your virtual cloud network (VCN) and modified
security lists associated with the subnet to allow traffic to the service gateway. You are able to connect to the OCI object
storage, however, you notice that the connectivity is over the Internet instead of the service gateway. What is the reason
for this behavior? 

A. The route table associated with the subnet has no route rule where the destination is object storage service 

B. The service gateway created in the VCN resides in a different availability domain 

C. The security list associated with the subnet has an egress rule that allows all traffic to be forwarded to a destination
CIDR 0.0.0.0/0 

D. Identity and Access Management (IAM) policies restrict the access to the object storage bucket 

Correct Answer: B 

Reference: https://cloud.oracle.com/en_US/bare-metal-network/vcn/faq 

 

QUESTION 2

You are responsible for creating and maintaining an enterprise application that consists of multiple storage volumes
across multiple instances. The storage volumes include boot volumes and block volumes for your data storage. You
need to create backups of these storage volumes in the most time-efficient manner. How can you meet this
requirement? 

A. You can create clones of storage volumes one at a time 

B. You can group together multiple storage volumes in a volume group and create volume group backups 

C. You can create on-demand one-off backups of boot volumes, but not block volumes 

D. You can create on-demand one-off backups of block volumes, but not boot volumes 

Correct Answer: D 

Reference: https://cloud.oracle.com/storage/block-volume/faq 

 

QUESTION 3

You are designing a networking infrastructure in multiple Oracle Cloud Infrastructure regions and require 

connectivity between workloads in each region. You have created a dynamic routing gateway (DRG) and a 

remote peering connection. 

However, your workloads are unable to communicate with each other. 

What are two reasons for this? (Choose two.) 
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A. The security lists associated with subnets in each virtual cloud network (VCN) do not have the appropriate ingress
rules 

B. Identity and Access Management (IAM) policies have not been defined to allow connectivity across the two VCNs in
different regions 

C. A local peering gateway needs to be created in each VCN with a default route rule added in the route table
forwarding the traffic to the local peering gateway 

D. An Internet gateway needs to be created in each VCN with a default route rule added in the route table forwarding
the traffic to the Internet Gateway 

E. The route table associated with subnets in each VCN do not have a route rule defined to forward the traffic to their
respective DRGs 

Correct Answer: AE 

 

QUESTION 4

You are the Cloud Architect of a company, and are designing a solution on Oracle Cloud Infrastructure where you want
to have all your compute instances resistant to hardware failure. 

Which two are recommended best practices to achieve the requirement on Oracle Cloud Infrastructure? (Choose two.) 

A. Create a custom image of your system drive each time you change the image. 

B. Attach block volumes from different Availability Domains to compute instances in different Availability Domains for
high availability. 

C. Design your system with redundant compute modes in different Availability Domains to support the failover
capability. 

D. Create backups of your block volumes that are associated with compute instances in different regions. 

Correct Answer: AC 

Reference: https://docs.cloud.oracle.com/iaas/Content/Compute/References/bestpracticescompute.htm 

 

QUESTION 5

You have created a public subnet in a VCN, and your public subnet has a Route Table, a Security List, and an Internet
Gateway. However, none of the compute instances can connect to the Internet. 

Which two are possible reasons for the connectivity issue? (Choose two.) 

A. There is no Dynamic Routing Gateway (DRG) associated with the VCN. 

B. The Route Table has no default route for routing traffic to the Internet Gateway. 

C. There is no stateful ingress rule in the Security List associated with the public subnet. 

D. There is no stateful egress rule in the Security List associated with the public subnet. 
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Correct Answer: AC 
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