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QUESTION 1

In which use case Event Hub Cloud Service (Apache Kafka) CANNOT be used?
A. as a data pipeline solution for big data

B. for Data Integration for streaming data

C. as a relational data store

D. for application development with micro services

Correct Answer: A

QUESTION 2

HDFS Transparent Encryption protects Hadoop data when you perform read and write operations on encrypted zones.
The disk where the HDFS directories are stored will be automatically encrypted and decrypted. HDFS Transparent
Encryption must have Kerberos enabled and two principals are created as part of the Kerberos configuration.

When are the two principals created?

A. They are created when you create a cluster with Security Setup enabled.

B. They are automatically created in Big Data Cloud Service for Kerberos with your Oracle Cloud account.

C. They are created when you create an HDFS directory.

D. They are created when you create your service instance with Security Setup enabled.

Correct Answer: AD

Reference: https://docs.oracle.com/en/cloud/paas/big-data-cloud/csbdi/using-hdfs-
transparentencryption.html#GUID-9DD5DC54-B7FF-4DCA-ACB6-9118F602DA11

QUESTION 3

You need to enforce network encryption, as Kerberos authentication does not protect data as it travels through the
network. Hadoop being a distributed system means that data must be transmitted over the network across machines.

Which is NOT a network communication protocol used network encryption?
A. Direct TCP/IP

B. HTTPS

C. SSl

D. Hadoop RPC

Correct Answer: A
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QUESTION 4

You want to take advantage of the many Oracle products your company is using with on-premises products and with
cloud services. Your company has locations geographically dispersed. You need to not only share data changes with all
those locations, but also want to process the data with various Hadoop products.

Which Big Data Connector should you use?

A. Oracle R Advanced Analytics for Hadoop

B. Oracle GoldenGate for Hadoop

C. Oracle SQL Connector for Hadoop

D. Oracle Data Integrator for Hadoop

Correct Answer: A

QUESTION 5

Which security capability is NOT automatically enabled in Oracle Big Data Cloud Service?
A. Encryption for data at rest

B. Fine-grained, role based authorization

C. Kerberos

D. Apache Metron Big Data Security

E. Auditing with Cloudera Navigator and Oracle Audit Vault

Correct Answer: A
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