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QUESTION 1

You organization has configured Oracle Identity Manager 11gR2. You are responsible for catalog administration in
addition to the administration of application instances and organizations. 

What admin role(s) do you need to be granted (following the principle of "least-privilege") so that you can perform the
required job functions?(Choose the best answer.) 

A. Catalog Administrator only 

B. System Administrator only 

C. Both System Administrator and Catalog Administrator 

D. Both Catalog Administrator and Organization Administrator 

E. Application Instance Administrator, Catalog Administrator, and Organization Administrator 

Correct Answer: C 

 

QUESTION 2

You are configuring User Messaging Service (UMS) for notifications. You have Oracle Identity Manager and UMS in
different WebLogic domains. 

What task is required when you integrate UMS with OIM for notifications?(Choose the best answer.) 

A. Import the UMS public key into an Oracle Identity Manager domain\\'s keystore, and import the Oracle Identity
Manager domain\\'s public key into the UMS keystore. 

B. RemoveDemoTruststore references from the SOA environment. 

C. Remove the followingweblogic.security.SSL.trustedCAKeyStoreproperty set inJAVA_OPTIONS
DOMAIN_HOME/bin/setDomainEnv.sh: JAVA_OPTIONS="–
Dweblogic.security.SSL.trustedCAKeyStore="{MW_HOME}/server/server/lib/cacerts"${JAV A_OPTIONS}" 

D. Change the value of the disabled property fromtruetofalsein SOAEmailNotificationProviderMBean. 

E. RemoveDemoTruststore references from theoracle.wsm.securitymap. 

Correct Answer: C 

Reference:https://docs.oracle.com/cd/E27559_01/admin.1112/e28212/oim.htm#IMEDG134 

 

QUESTION 3

You want to set up a "firecall\\' account (sometimes referred to as "break-the-glass access)toa privileged account in
Oracle Privileged Account Manager (OPAM). 

Which statement is true? (Choose the best answer.) 
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A. The OPAM administrator can override the access policy by changing it for firecall requests, or the administrator can
give direct access to the user. 

B. The OPAM administrator can submit a request to Oracle Identity Manager for approval. 

C. Users can grant access to themselves even if an access policy is violated. 

D. The OPAM administrator cannot override the access policy because this would initiate a security alert. 

E. The OPAM administrator cannot override the access policy because this would initiate a Segregation of Duties (SoD)
violation. 

Correct Answer: B 

Reference:http://www.oracle.com/technetwork/middleware/id-mgmt/overview/opam-wp- 11gr2-1697093.pdf(page 13) 

 

QUESTION 4

Which statement is true about assigning privileged accounts to end users by using Oracle Privileged Account Manager?
(Choose the best answer.) 

A. Privileged accounts can be directly assigned to end users but not to groups. 

B. Privileged accounts can be directly assigned to groups but not to specific end users. 

C. Privileged accounts can be directly assigned to end users and to groups. 

D. Privileged accounts can be directly assigned to only one unique end user. 

E. Privileged accounts must be directly assigned to more than one end user. 

Correct Answer: C 

In addition to directly assigning privileged accounts to end users, Oracle Privileged Account Manager allows you to
assign privileged accounts to groups. For example, you might want to create a "Data Center Product UNIX
Administrators" group and give that group access to certain privileged accounts. 

When designing your deployment, it is important to ensure that a given end user is granted access to a privileged
account through only one path (either directly or through a single group). When Oracle Privileged Account Manager
discovers multiple grant paths, it picks the first path retrieved from its back-end, which leads to non-deterministic
behavior. This behavior can cause the effective Usage Policy to be different from the intended Usage Policy.
Reference:http://docs.oracle.com/cd/E37115_01/admin.1112/e27152/und_security.htm#OP MAG31226 

 

QUESTION 5

When a user is created through reconciliation, the custom post-process event handler is triggered. However, the custom
code in theexecutemethod is not triggered. 

Identify the method that must be implemented to fix this issue. (Choose the best answer.) 

A. compensatemethod 

B. bulkExecutemethod 
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C. getInterEventData()method 

D. Platform.getServiceForEventHandlersmethod 

E. validatemethod 

Correct Answer: B 

Reference:http://docs.oracle.com/cd/E27559_01/dev.1112/e27150/oper.htm#OMDEV3258( table 28-5, second row) 
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