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QUESTION 1

You want to prevent any unauthorized users from gaining access to the personal information of your employees, which
is stored in the EMPLOYEE table in a MySQL database. How would you use the MySQL Enterprise Edition Firewall to
prevent the following SQL injection attack from exposing the salaries of all your employees?

SELECT fl_name, salary FROM EMPLOYEE WHERE fl_name= "JHacker\\' OR 1=1;

A. Create a blacklist of the SQL commands, which would restrict access to the EMPLOYEE table by using the
DETECTING mode.

B. Create a FIREWALL STORED PROCEDURE to block any external user from executing this SQL statement.
C. Create a list of approved SQL users by using the INTERROGATION mode.

D. Create a whitelist of approved SQL commands by using the RECORDING mode, and enable protection by changing
it to PROTECTION mode.

Correct Answer: D

QUESTION 2

Your newly created MySQL Cloud Service is not available from your application. Select the two correct options that
apply.

A. You forgot to create the correct SSL/TLC certificate during the setup process.
B. The “opc\\' user can be used to access MySQL only with the created SSH-Key.
C. Only “root\\' is allowed to access from non-localhost.

D. The MySQL instance is still in the "Creation" process.

E. You forgot to enable port 3306.

Correct Answer: CE

QUESTION 3

A MySQL server (Linux-based installation, Port 3306, default) needs to be monitored. The MySQL server and the
MySQL Enterprise Monitor (MEM) are located in different security zones, which are protected with a firewall. Which port
must be opened for MEM agentless monitoring?

A. Port 21/tcp (ftp) from MySQL Enterprise Monitor to MySQL server

B. Port 18443/tcp (Tomcat) from MySQL server to MySQL Enterprise Monitor

C. Port 22/tcp (SSH) from MySQL Enterprise Monitor to MySQL server

D. Port 3306/tcp (MySQL) from MySQL Enterprise Monitor to MySQL server
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Correct Answer: B

QUESTION 4

You are using the InnoDB engine and the innodb_file_per_table option is set. You delete a significant number of a large
table named INVENTORY.

What command will reorganize the physical storage of table data and associated index data for the INVENTORY table,
in order to reduce storage space and improve /O efficiency?

A. ANALYZE TABLE INVENTORY;
B. mysqlcheck INVENTORY

C. mysqgldump INVENTORY

D. OPTIMIZE TABLE INVENTORY;
Correct Answer: D

Reference: https://dev.mysqgl.com/doc/refman/5.7/en/optimize-table.html

QUESTION 5

Which command would you use to create a user named jenny for the localhost server with the hashed password
SecretPass123!?

A. CREATE USER “jenny\\'@Ilocalhost\\' IDENTIFIED WITH HASH PASSWORD ("SecretPass123!\\');

B. CREATE USER “jenny\\'@Ilocalhost\\' IDENTIFIED BY SHA ("SecretPass123!\\', "256\\");

C. CREATE USER “jenny\V@localhost\\' WITH HASHED (password, “SecretPass123I\\');

D. CREATE USER “jenny\\'@localhost\\' IDENTIFIED WITH sha_256PASSWORD by “SecretPass123\\';
Correct Answer: B

Reference: https://dev.mysqgl.com/doc/refman/5.7/en/adding-users.html
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