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QUESTION 1

What must be configured for a load balancer to accept incoming traffic? 

A. Service Gateway 

B. SSL certificate 

C. Listener 

D. Route table entry pointing to the listener IP address 

Correct Answer: C 

A listener is an entity that checks for connection requests. The load balancerlistener listens for ingress client traffic using
the port you specify within the listener and the load balancer\\'s public IP. 

https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/loadbalancing.htm To create a listener: 

On your Load Balancer Details page, click Listeners. 

Click Create Listener. 

Enter the following: 

Click Create. 

 

QUESTION 2

Which Oracle Cloud Service provides restricted accessto target resources? 

A. Bastion 

B. Internet Gateway 

C. Load balancer 

D. SSL certificate 

Correct Answer: A 

Bastion 

Oracle Cloud Infrastructure Bastion provides restricted and time-limited access to target resources that don\\'t have
public endpoints. 
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https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_features.htm 

 

QUESTION 3

As a lead Security Architect, you have tasked to restrict access to and from the worker nodes in pods running in Oracle
Container Engine for Kubernetes? 

A. Cloud Guard 

B. Vulnerability Scanning 

C. Security Lists 

D. Identity and Access Management 

Correct Answer: C 
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QUESTION 4

A number ofmalicious requests for a web application is coming from a set of IP addresses originating from Antartica. 

Which of the following statement will help to reduce these types of unauthorized requests ? 

A. Delete NAT Gateway from Virtual Cloud Network 

B. Use WAF policy using Access Control Rules 

C. List specific set of IP addresses then deny rules in Virtual Cloud Network Security Lists 

D. Change your home region in which your resources are currently deployed 

Correct Answer: B 

 

 

QUESTION 5

Where are logs stored? 

A. OCI Object Storage 

B. OCI File Storage 

C. OCI Block Storage 

D. Cloud Agent 

Correct Answer: A 

You can collect log data continuously from Oracle CloudInfrastructure (OCI) Object Storage. To enable the log
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collection, create ObjectCollectionRule resource using REST API or CLI. After the successful creation of this resource
and having the required IAM policies, the log collection will be initiated. 

https://docs.oracle.com/en-us/iaas/logging-analytics/doc/collect-logs-your-oci-object- storage-bucket.html 
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