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QUESTION 1

Which is a key benefit of using oracle cloud infrastructure autonomous data warehouse?

A. No username and password required

B. Scale both CPU and Storage without downtime

C. Apply database patches as they become available D. Maintain root level acress to the underlying operating system
Correct Answer: B

Oracle Autonomous Data Warehouse is a cloud data warehouse service that eliminates virtually all the complexities of
operating a data warehouse and securing data. It automates provisioning, configuring, securing, tuning, scaling,
patching, backing up, and repairing of the data warehouse. Unlike other "fully managed" cloud data warehouse solutions
that only patch and update the service, it also features elastic, automated scaling, performance tuning, security, and a
broad set of built-in capabilities that enable machine learning analysis, simple data loading, and data visualizations.
Data Warehouse uses continuous query optimization, table indexing, data summaries, and auto- tuning to ensure
consistent high performance even as data volume and number of users grows. Autonomous scaling can temporarily
increase compute and I/O by a factor of three to maintain performance. Unlike other cloud services which require

downtime to scale, Autonomous Data Warehouse scales while the service continues to run. Reference:
https://www.oracle.com/autonomous-database/autonomous-data-warehouse/

QUESTION 2

A customer is looking to migrate their old database backups from their on-premises data center to Oracle Cloud
Infrastructure (OCI). Which OCI service is the most cost-effective?

A. Block Volume

B. Archive Storage

C. File Storage

D. Object Storage (standard)

Correct Answer: B

Archive storage is the most cost effective for archive data Reference:
https://www.oracle.com/cloud/storage/archive-storage.html Oracle Cloud Infrastructure offers two distinct storage class
tiers to address the need for both performant, frequently accessed "hot" storage, and less frequently accessed "cold"
storage. Storage tiers help you maximize performance where appropriate and minimize costs where possible. 1) Use
Archive Storage for data to which you seldom or rarely access, but that must be retained and preserved for long periods
of time. The cost efficiency of the Archive Storage offsets the long lead time required to access the data. 2) Use Object

Storage for data to which you need fast, immediate, and frequent access. Data accessibility and performance justifies a
higher price to store data in the Object Storage. For more information, see Overview of Object Storage.
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About Archive Storage

Archive Storage is ideal for storing data that is accessed infrequently and requiras long retention periods.
Archive Storage is more cost effective than Object Storage for preserving cold data for:

e Compliance and audit mandates

e Retroactively analyzing log data to determine usage pattern or to debug problems

e Historical or infrequently accessed content repository data

e Application-generated data requiring archival for future analysis or legal purposes
Unlike Object Storage, Archive Storage data retrieval is not instantaneous.

Archive Storage is Always Free eligible. For more information about Always Free resources, including
additional capabilities and limitations, see Qracle Cloud Infrastructure Free Tier.

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Archive/Concepts/archivestorageoverview.htm

QUESTION 3

According to Shared security model, which two are a customer\\'s responsibilities in Oracle Cloud Infrastructure (OCI)?
A. Physical security of OCI data center facilities

B. Virtual Machine hypervisor

C. Local NVMe data persistence

D. Customer data

E. Object Storage data durability

Correct Answer: DE

Customer and Oracle\\'s responsibilities can be divided into the following areas: Physical Security: Oracle is responsible
for protecting the global infrastructure that runs all of the services offered in Oracle Cloud Infrastructure. This
infrastructure consists of the hardware, software, networking, and facilities that run Oracle Cloud Infrastructure services.
Identity and Access Management (IAM): As with all Oracle cloud services, you should protect your cloud access
credentials and set up individual user accounts. You are responsible for managing and reviewing access for your own
employee accounts and for all activities that occur under your tenancy. Oracle is responsible for providing effective IAM
services such as identity management, authentication, authorization, and auditing. Workload Security: You are
responsible for protecting and securing the operating system and application layers of your compute instances from
attacks and compromises. This protection includes patching applications and operating systems, operating system
configuration, and protection against malware and network attacks. Oracle is responsible for providing secure images
that are hardened and have the latest patches. Also, Oracle makes it simple for you to bring the same third-party
security solutions that you use today. Data Classification and Compliance: You are responsible for correctly classifying
and labeling your data and meeting any compliance obligations. Also, you are responsible for auditing your solutions to
ensure that they meet your compliance obligations. Host Infrastructure Security: You are responsible for securely
configuring and managing your compute (virtual hosts, containers), storage (object, local storage, block volumes), and
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platform (database configuration) services. Oracle has a shared responsibility with you to ensure that the service is
optimally configured and secured. This responsibility includes hypervisor security and the configuration of the
permissions and network access controls required to ensure that hosts can communicate correctly and that devices are
able to attach or mount the correct storage devices. Network Security: You are responsible for securely configuring
network elements such as virtual networking, load balancing, DNS, and gateways. Oracle is responsible for providing a
secure network infrastructure. Client and Endpoint Protection: Your enterprise uses various hardware and software
systems, such as mobile devices and browsers, to access your cloud resources. You are responsible for securing all
clients and endpoints that you allow to access Oracle Cloud Infrastructure services.

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Security/Concepts/security _overview.htm

QUESTION 4

Which OCI service is the most cost-effective?
A. File Storage

B. Object Storage (standard)

C. Block Volume

D. Archive Storage

Correct Answer: B

QUESTION 5

A customer wants to use Oracle Cloud Infrastructure (OCI) for storing application backups which can be

stored based on business needs.

Which OCI storage service can be used to meet the requirement?

A. File Storage

B. Block Volume

C. Archive Storage

D. Object Storage (standard)

Correct Answer: D

Oracle Cloud Infrastructure offers two distinct storage class tiers to address the need for both performant, frequently
accessed "hot" storage, and less frequently accessed "cold" storage. Storage tiers help you maximize performance
where appropriate and minimize costs where possible. 1) Use Object Storage for data to which you need fast,
immediate, and frequent access. Data accessibility and performance justifies a higher price to store data in the Object
Storage tier. 2) Use Archive Storage for data to which you seldom or rarely access, but that must be retained and
preserved for long periods of time. The cost efficiency of the Archive Storage tier offsets the long lead time required to
access the data. For more information, see Overview of Archive Storage. The Oracle Cloud Infrastructure Object
Storage service is an internet-scale, high-performance storage platform that offers reliable and cost-efficient data

durability. The Object Storage service can store an unlimited amount of unstructured data of any content type, including
analytic data and rich content, like images and videos. With Object Storage, you can safely and securely store or
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retrieve data directly from the internet or from within the cloud platform. Object Storage offers multiple management
interfaces that let you easily manage storage at scale. The elasticity of the platform lets you start small and scale
seamlessly, without experiencing any degradation in performance or service reliability. Object Storage is a regional
service and is not tied to any specific compute instance. You can access data from anywhere inside or outside the
context of the Oracle Cloud Infrastructure, as long you have internet connectivity and can access one of the Object
Storage endpoints. Authorization and resource limits are discussed later in this topic. Object Storage also supports
private access from Oracle Cloud Infrastructure resources in a VCN through a service gateway. A service gateway
allows connectivity to the Object Storage public endpoints from private IP addresses in private subnets. For example,
you can back up DB systems to an Object Storage bucket over the Oracle Cloud Infrastructure backbone instead of
over the internet. You can optionally use IAM policies to control which VCNSs or ranges of IP addresses can access
Object Storage. See Access to Oracle Services: Service Gateway for details. Object Storage is Always Free eligible. For
more information about Always Free resources, including additional capabilities and limitations, see Oracle Cloud
Infrastructure Free Tier. The following list summarizes some of the ways that you can use Object Storage.

HADOOP/BIG DATA SUPPORT

You can use Object Storage as the primary data repositary for big data. Object Storage offers a scalable
storage platform that lets you store large datasets and operate seamlessly on those datasets. The HDFS
Connector for Object Storage provides connectivity to various big data analytic engines like Apache
Spark and MapReduce. This connectivity enables the analytics engines to wark directly with data stored
in Object Storage. For more information, see Hadoop Support.

BACKUP/ARCHIVE

You can use Object Storage to preserve backup and archive data that must be stored for an extended
duration to adhere to various compliance mandates.

CONTENT REPOSITORY

You can use Object Storage as your primary content repository for data, images, logs, and video. You can
reliably store and preserve this data for a long time, and serve this content directly from Object Storage.
The storage scales as your data storage needs scale.

LOG DATA

You can use Object Storage to preserve application log data so that you can retroactively analyze this
data to determine usage pattern and debug issues.

LARGE DATASETS

You can use Object Storage to store generated application data that needs to be preserved for future
use. Pharmaceutical trials data, genome data, and Internet of Things (loT) data are examples of
generated application data that you can preserve using Object Storage.

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Object/Concepts/objectstorageoverview.htm
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