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QUESTION 1

Which Oracle Cloud Infrastructure (OCI) service can send you an alert when you might exceed your spending
threshold? 

A. Budgets 

B. Monitoring 

C. Streaming 

D. Events 

Correct Answer: A 

Budgets can be used to set thresholds for your Oracle Cloud Infrastructure spending. You can set alerts on your budget
to let you know when you might exceed your budget, and you can view all of your budgets and spending from one single
place in the Oracle Cloud Infrastructure console. Reference: https://docs.cloud.oracle.com/en-
us/iaas/Content/Billing/Concepts/billingoverview.htm A budget can be used to set soft limits on your Oracle Cloud
Infrastructure spending. You can set alerts on your budget to let you know when you might exceed your budget, and you
can view all of your budgets and spending from one single place in the Oracle Cloud Infrastructure console. How
Budgets Work: Budgets are set on cost-tracking tags or on compartments (including the root compartment) to track all
spending in that cost-tracking tag or for that compartment and its children. All budgets alerts are evaluated every 15
minutes. To see the last time a budget was evaluated, open the details for a budget. You will see fields that show the
current spend, the forecast and the "Spent in period" field which shows you the time period over which the budget was
evaluated. When a budget alert fires, the email recipients configured in the budget alert receive an email. 

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Billing/Concepts/budgetsoverview.htm 
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QUESTION 2

According to Shared security model, which two are a customer\\'s responsibilities in Oracle Cloud Infrastructure (OCI)? 

A. Physical security of OCI data center facilities 

B. Virtual Machine hypervisor 

C. Local NVMe data persistence 

D. Customer data 

E. Object Storage data durability 

Correct Answer: DE 

Customer and Oracle\\'s responsibilities can be divided into the following areas: Physical Security: Oracle is responsible
for protecting the global infrastructure that runs all of the services offered in Oracle Cloud Infrastructure. This
infrastructure consists of the hardware, software, networking, and facilities that run Oracle Cloud Infrastructure services.
Identity and Access Management (IAM): As with all Oracle cloud services, you should protect your cloud access
credentials and set up individual user accounts. You are responsible for managing and reviewing access for your own
employee accounts and for all activities that occur under your tenancy. Oracle is responsible for providing effective IAM
services such as identity management, authentication, authorization, and auditing. Workload Security: You are
responsible for protecting and securing the operating system and application layers of your compute instances from
attacks and compromises. This protection includes patching applications and operating systems, operating system
configuration, and protection against malware and network attacks. Oracle is responsible for providing secure images
that are hardened and have the latest patches. Also, Oracle makes it simple for you to bring the same third-party
security solutions that you use today. Data Classification and Compliance: You are responsible for correctly classifying
and labeling your data and meeting any compliance obligations. Also, you are responsible for auditing your solutions to
ensure that they meet your compliance obligations. Host Infrastructure Security: You are responsible for securely
configuring and managing your compute (virtual hosts, containers), storage (object, local storage, block volumes), and
platform (database configuration) services. Oracle has a shared responsibility with you to ensure that the service is
optimally configured and secured. This responsibility includes hypervisor security and the configuration of the
permissions and network access controls required to ensure that hosts can communicate correctly and that devices are
able to attach or mount the correct storage devices. Network Security: You are responsible for securely configuring
network elements such as virtual networking, load balancing, DNS, and gateways. Oracle is responsible for providing a
secure network infrastructure. Client and Endpoint Protection: Your enterprise uses various hardware and software
systems, such as mobile devices and browsers, to access your cloud resources. You are responsible for securing all
clients and endpoints that you allow to access Oracle Cloud Infrastructure services. 

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Security/Concepts/security_overview.htm 

 

QUESTION 3

Which two should be considered when designing a fault tolerant solution in Oracle Cloud Infrastructure (OCI)? 

A. ensuring your solution components are distributed across OCI Fault Domains 

B. performing data integrity check when using OCI File Storage Service 

C. writing custom scripts that will monitor your solution 

D. using multiple OCI Availability Domains (AD), where available, to deploy your solution 

E. creating a manual cluster of compute instances 
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Correct Answer: AD 

Creating a manual cluster of compute instances, and Writing custom scripts that will monitor your solution are not valid
ways to ensure fault tolerance at all. Also, Performing Data Integrity check when using OCI File Storage Service is not
valid since OCI takes care of it. Therefore, we are left with: 1) Using multiple OCI Availibility Domains (AD), where
available, to deploy your solution - Which is excellent because we have multiple AD\\'s so that if one fails, we have a
backup AD! 2) Ensuring your solution components are distributed across OCI Fault Domains - So that we can protect
our deployment against unexpected power failures, AD failure etc. Reference: https://blogs.oracle.com/cloud-
infrastructure/using-availibility-domains-and-fault-domains-to- improveapplication-resiliency 

 

QUESTION 4

Which OCI service is the most cost-effective? 

A. File Storage 

B. Object Storage (standard) 

C. Block Volume 

D. Archive Storage 

Correct Answer: B 

 

QUESTION 5

Which of the following is an example of an edge service in OCI? 

A. DNS Zone Management 

B. Virtual Machines 

C. OCI compute instances 

D. Oracle Data Guard 

Correct Answer: A 

The Oracle Cloud Infrastructure Domain Name System (DNS) service lets you create and manage your DNS zones.
You can create zones, add records to zones, and allow Oracle Cloud Infrastructure\\'s edge network to handle your
domain\\'s DNS queries. 
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Reference: https://www.oracle.com/a/ocom/docs/cloud/edge-services-100.pdf 
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