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QUESTION 1

A developer using Oracle Cloud Infrastructure (OCI) API Gateway must authenticate the API requests to their web
application. The authentication process must be implemented using a custom scheme which accepts string parameters
from the API caller. Which method can the developer use In this scenario? 

A. Create an authorizer function using request header authorization. 

B. Create an authorizer function using token-based authorization. 

C. Create a cross account functions authorizer. 

D. Create an authorizer function using OCI Identity and Access Management based authentication 

Correct Answer: B 

Having deployed the authorizer function, you enable authentication and authorization for an API deployment by
including two different kinds of request policy in the API deployment specification: An authentication request policy for
the entire API deployment that specifies:The OCID of the authorizer function that you deployed to Oracle Functions that
will perform authentication and authorization.The request attributes to pass to the authorizer function.Whether
unauthenticated callers can access routes in the API deployment. An authorization request policy for each route that
specifies the operations a caller is allowed to perform, based on the caller\\'s access scopes as returned by the
authorizer function. Using the Console to Add Authentication and Authorization Request Policies To add authentication
and authorization request policies to an API deployment specification using the Console: Create or update an API
deployment using the Console, select the From Scratch option, and enter details on the Basic Information page. For
more information, see Deploying an API on an API Gateway by Creating an API Deployment and Updating API
Gateways and API Deployments. In the API Request Policies section of the Basic Information page, click the Add button
beside Authentication and specify: Application in : The name of the application in Oracle Functions that contains the
authorizer function. You can select an application from a different compartment. Function Name: The name of the
authorizer function in Oracle Functions. Authentication Token: Whether the access token is contained in a request
header or a query parameter. Authentication Token Value: Depending on whether the access token is contained in a
request header or a query parameter, specify: 

Header Name: If the access token is contained in a request header, enter the name of the header. Parameter Name: If
the access token is contained in a query parameter, enter the name of the query parameter.
https://docs.cloud.oracle.com/en-us/iaas/Content/APIGateway/Tasks/apigatewayaddingauthzauthn.htm 

 

QUESTION 2

Which one of the following is NOT a valid backend-type supported by Oracle Cloud Infrastructure (OCI) API Gateway? 

A. STOCK_RESPONSE_BACKEND 

B. ORACLE_FUNCTIONS_BACKEND 

C. ORACLE_STREAMS_BACKEND 

D. HTTP_BACKEND 

Correct Answer: C 

In the API Gateway service, a back end is the means by which a gateway routes requests to the back- end services that
implement APIs. If you add a private endpoint back end to an API gateway, you give the API gateway access to the
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VCN associated with that private endpoint. You can also grant an API gateway access to other Oracle Cloud
Infrastructure services as back ends. For example, you could grant an API gateway access to Oracle Functions, so you
can create and deploy an API that is backed by a serverless function. API Gateway service to create an API gateway,
you can create an API deployment to access HTTP and HTTPS URLs. https://docs.cloud.oracle.com/en-
us/iaas/Content/APIGateway/Tasks/ apigatewayusinghttpbackend.htm API Gateway service to create an API gateway,
you can create an API deployment that invokes serverless functions defined in Oracle Functions.
https://docs.cloud.oracle.com/en-us/iaas/Content/APIGateway/Tasks/ apigatewayusingfunctionsbackend.htm API
Gateway service, you can define a path to a stock response back end https://docs.cloud.oracle.com/en-us/iaas/Content/
APIGateway/Tasks/ apigatewayaddingstockresponses.htm 

 

QUESTION 3

What is one of the differences between a microservice and a serverless function? 

A. Microservices are used for long running operations and serverless functions for short running operations. 

B. Microservices always use a data store and serverless functions never use a data store. 

C. Microservices are stateless and serverless functions are stateful. 

D. Microservices are triggered by events and serverless functions are not. 

Correct Answer: A 

microservice is larger and can do more than a function. A function is a relatively small bit of code that performs only one
action in response to an event. In many cases, microservices can be decomposed into a number of smaller stateless
functions. The difference between microservices and functions is not simply the size. Functions are stateless, and they
require no knowledge about or configuration of the underlying server--hence, the term serverless.
https://developer.oracle.com/java/fn-project-introduction.html 

 

QUESTION 4

In a Linux environment, what is the default locations of the configuration file that Oracle Cloud Infrashtructure CLI uses
for profile information? 

A. /etc/.oci/config 

B. /usr/local/bin/config 

C. SHOME/.oci/config 

D. /usr/bin/oci/config 

Correct Answer: C 

By default, the Oracle Cloud Infrastructure CLI configuration file is located at ~/.oci/config. You might already have a
configuration file as a result of installing the Oracle Cloud Infrastructure CLI. 

 

QUESTION 5

What can you use to dynamically make Kubernetes resources discoverable to public DNS servers? 
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A. ExternalDNS 

B. CoreDNS 

C. DynDNS 

D. kubeDNS 

Correct Answer: A 

ExternalDNS allows you to control DNS records dynamically via Kubernetes resources in a DNS provider-agnostic way
https://github.com/kubernetes-sigs/external-dns/blob/master/README.md https://github.com/kubernetes-sigs/external-
dns/blob/master/docs/tutorials/oracle.md 
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