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QUESTION 1

How can you find details of the tolerations field for the sample YAML file below? 

A. kubectl list pod.spec.tolerations 

B. kubectl explain pod.spec.tolerations 

C. kubectl describe pod.spec tolerations 

D. kubectl get pod.spec.tolerations 

Correct Answer: B 

kubectl explain to List the fields for supported resources 

https://kubernetes.io/docs/reference/generated/kubectl/kubectl-commands#explain 

 

QUESTION 2

Which two "Action Type" options are NOT available in an Oracle Cloud Infrastructure (OCI) Events rule definition? 

A. Notifications 

B. Functions 

C. Streaming 

D. Email 

E. Slack 
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Correct Answer: DE 

https://docs.cloud.oracle.com/en-us/iaas/Content/Events/Concepts/eventsoverview.htm ACTIONS Event Rules must
also specify an action to trigger when the filter finds a matching event. Actions are responses you define for event
matches. You set up select Oracle Cloud Infrastructure services that the Events service has established as actions. The
resources for these services act as destinations for matching events. When the filter in the rule finds a match, the
Events service delivers the matching event to one or more of the destinations you identified in the rule. The destination
service that receives the event then processes the event in whatever manner you defined. This delivery provides the
automation in your environment. You can only deliver events to certain Oracle Cloud Infrastructure services with a rule.
Use the following services to create actions: Notifications Streaming Functions 

 

QUESTION 3

You want to push a new image in the Oracle Cloud Infrastructure (OCI) Registry. Which two actions do you need to
perform? 

A. Assign a tag via Docker CLI to the image. 

B. Generate an auth token to complete the authentication via Docker CLI. 

C. Generate an API signing key to complete the authentication via Docker CLI. 

D. Assign an OCI defined tag via OCI CLI to the image. 

E. Generate an OCI tag namespace in your repository. 

Correct Answer: AB 

You use the Docker CLI to push images to Oracle Cloud Infrastructure Registry. To push an image, you first use the
docker tag command to create a copy of the local source image as a new image (the new image is actually just a
reference to the existing source image). As a name for the new image, you specify the fully qualified path to the target
location in Oracle Cloud Registry where you want to push the image, optionally including the name of a repository. for
more details check the below link 

https://docs.cloud.oracle.com/en-us/iaas/Content/Registry/Tasks/ registrypushingimagesusingthedockercli.htm 

 

QUESTION 4

A leading insurance firm is hosting its customer portal in Oracle Cloud Infrastructure (OCI) Container Engine for
Kubernetes with an OCI Autonomous Database. Their support team discovered a lot of SQL injection attempts and
cross-site scripting attacks to the portal, which is starting to affect the production environment. What should they
implement to mitigate this attack? 

A. Network Security Lists 

B. Network Security Groups 

C. Network Security Firewall 

D. Web Application Firewall 

Correct Answer: D 
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Oracle Cloud Infrastructure Web Application Firewall (WAF) is a cloud-based, Payment Card Industry (PCI) compliant,
global security service that protects applications from malicious and unwanted internet traffic. WAF can protect any
internet facing endpoint, providing consistent rule enforcement across a customer\\'s applications. WAF provides you
with the ability to create and manage rules for internet threats including Cross- Site Scripting (XSS), SQL Injection and
other OWASP-defined vulnerabilities. Unwanted bots can be mitigated while tactically allowed desirable bots to enter.
Access rules can limit based on geography or the signature of the request. 

 

QUESTION 5

As a cloud-native developer, you have written a web service for your company. You have used Oracle Cloud
Infrastructure (OCI) API Gateway service to expose the HTTP backend. However, your security team has suggested
that your web service should handle Distributed Denial-of-Service (DDoS) attack. You are time-constrained and you
need to make sure that this is implemented as soon as possible. What should you do in this scenario? 

A. Use OCI virtual cloud network (VCN) segregation to control DDoS. 

B. Use a third party service integration to implement a DDoS attack mitigation, 

C. Use OCI API Gateway service and configure rate limiting. 

D. Re-write your web service and implement rate limiting. 

Correct Answer: C 

Having created an API gateway and deployed one or more APIs on it, you\\'ll typically want to limit the rate at which
front-end clients can make requests to back-end services. For example, to: 

- maintain high availability and fair use of resources by protecting back ends from being overwhelmed by too many
requests 

-prevent denial-of-service attacks 

-constrain costs of resource consumption 

- restrict usage of APIs by your customers\\' users in order to monetize APIs You apply a rate limit globally to all routes
in an API deployment specification. If a request is denied because the rate limit has been exceeded, the response
header specifies when the request can be retried. You can add a rate-limiting request policy to an API deployment
specification by: using the Console editing a JSON file 
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