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QUESTION 1

You have created a virtual cloud network (VCN) with three private subnets. Two of the subnets contain application
servers and the third subnet contains a DB System. The application requires a shared file system so you have
provisioned one using the file storage service (FSS). You also created the corresponding mount target in one of the
application subnets. The VCN security lists are properly configured so that both application servers and the DB System
can access the file system. The security team determines that the DB System should have read-only access to the file
system.

What change would you make to satisfy this requirement?

A. Create an NFS export option that allows READ_ONLY access where the source is the CIDR range of the DB System
subnet.

B. Connect via SSH to one of the application servers where the file system has been mounted. Use the Unix command
chmod to change permissions on the file system directory, allowing the database user read only access.

C. Modify the security list associated with the subnet where the mount target resides. Change the ingress rules
corresponding to the DB System subnet to be stateless.

D. Create an instance principal for the DB System. Write an Identity and Access Management (IAM) policy that allows
the instance principal read-only access to the file storage service.

Correct Answer: A
NFS export options enable you to create more granular access control than is possible using just security list rules to

limit VCN access. You can use NFS export options to specify access levels for IP addresses or CIDR blocks connecting
to file systems through exports in a mount target.

QUESTION 2

You are the Solutions Architect of a large company and are tasked with migrating all your services to Oracle Cloud
Infrastructure. As part of this, you first design a Virtual Cloud Network (VCN) with a public subnet and a private subnet.
Then in order to provide Internet connectivity to the instances in your private subnet, you create an Oracle Linux
instance in your public subnet and configure NAT on it. However, even after adding all related security list rules and
routes in the Route Table, your private subnet instances still cannot connect to the Internet.

Which action should you perform to enable Internet connectivity?

A. Disable "Source and Destination Check" on the VNIC of your Linux instance.

B. There is no way that a private subnet can connect to the Internet.

C. Create a Dynamic Routing Gateway (DRG) and route your private IP traffic to the DRG.

D. Restart the NAT instance.

Correct Answer: A

https://docs.cloud.oracle.com/iaas/Content/Network/Tasks/managingVNICs.htm#Source/D

By default, every VNIC performs the source/destination check on its network traffic. The VNIC looks at the source and
destination listed in the header of each network packet. If the VNIC is not the source or destination, then the packet is
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dropped.
If the VNIC needs to forward traffic (for example, if it needs to perform Network Address Translation (NAT)), you must

disable the source/destination check on the VNIC. For instructions, see To update an existing VNIC. For information
about the general scenario, see Using a Private IP as a Route Target.

QUESTION 3
Which two are true for achieving High Availability on Oracle Cloud Infrastructure? (Choose two.)

A. Store your database across multiple regions so that half of the data resides in one region and the other half resides in
another region.

B. Attach your block volume form Availability Domain 1 to a compute instance in Availability Domain 2 (and vice versa)
so that they are highly available.

C. Configure your database to have Data Guard in another Availability Domain in Sync mode within a region.
D. Store your database files on Object Storage so that they are available in all Availability Domains in all regions.
E. Distribute your application servers across all Availability Domains within a region.

Correct Answer: CE

QUESTION 4

You are designing a lab exercise for your team that has a large number of graphics with large file sizes. The application
becomes unresponsive if the graphics are embedded in the application. You have uploaded the graphics to Oracle
Cloud Infrastructure and only added the URL in the application. You need to ensure these graphics are accessible
without requiring any authentication for an extended period of time.

How can you achieve these requirements?

A. Create pre-authenticated requests (PAR) and specify 00:00:0000 as the expiration time.

B. Make the object storage bucket private and all objects public and use the URL found in the Object "Details".

C. Make the object storage bucket public and use the URL found in the Object "Details".

D. Create PARs and do not specify an expiration date.

Correct Answer: C

QUESTION 5
Which two statements are true about adding secondary VNICs to an existing compute instance? (Choose two.)

A. The primary and secondary VNIC association must be in the same availability domain
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B. You can assign an Ephemeral Public IP to a secondary VNIC

C. You can remove the primary VNIC after the secondary VNIC\\'s attachment is complete

D. The primary and secondary VNIC association can be in different virtual cloud networks (VCNSs)

Correct Answer: AD

"You can add secondary VNICs to an instance after it\\'s launched. Each secondary VNIC can be in a subnet in the
same VCN as the primary VNIC, or in a different subnet that is either in the same VCN or a different one. However, all

the VNICs must be in the same availability domain as the instance."

https://docs.cloud.oracle.com/en-us/iaas/Content/Network/Tasks/managingVNICs.htm
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