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QUESTION 1

You are designing a networking infrastructure in multiple Oracle Cloud Infrastructure regions and require connectivity
between workloads in each region. You have created a dynamic routing gateway (DRG) and a remote peering
connection. However, your workloads are unable to communicate with each other. What are two reasons for this?
(Choose two.) 

A. The security lists associated with subnets in each virtual cloud network (VCN) do not have the appropriate ingress
rules 

B. Identity and Access Management (IAM) policies have not been defined to allow connectivity across the two VCNs in
different regions 

C. A local peering gateway needs to be created in each VCN with a default route rule added in the route table
forwarding the traffic to the local peering gateway 

D. An Internet gateway needs to be created in each VCN with a default route rule added in the route table forwarding
the traffic to the Internet Gateway 

E. The route table associated with subnets in each VCN do not have a route rule defined to forward the traffic to their
respective DRGs 

Correct Answer: AE 

Setting Up a Remote Peering Create the RPCs: Each VCN administrator creates an RPC for their own VCN\\'s DRG.
Share information: The administrators share the basic required information. Set up the required IAM policies for the
connection: The administrators set up IAM policies to enable the connection to be established. Establish the connection:
The requestor connects the two RPCs (see Important Remote Peering Concepts for the definition of the requestor and
acceptor). Update route tables: Each administrator updates their VCN\\'s route tables to enable traffic between the
peered VCNs as desired. Update security rules: Each administrator updates their VCN\\'s security rules to enable traffic
between the peered VCNs as desired. 

 

QUESTION 2

Which two statements are true about policies? 

A. You can use read, write, manage, and inspect as verbs for defining a policy. 

B. A policy is a document that specifies who can access which Oracle Cloud Infrastructure resources that your company
has, and how. 

C. Users need not do anything but still have to be added to a group with appropriate policies defined. 

D. You can deny access to a group via policies. 

Correct Answer: BC 

 

QUESTION 3

Which two options are available when setting up DNS for your bare metal and virtual machine DB Systems? (Choose
two.) 
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A. Internet and custom resolver 

B. Google DNS servers 

C. custom resolver 

D. Internet and virtual cloud network (VCN) resolver 

Correct Answer: CD 

 

QUESTION 4

Which two use Oracle dynamic routing gateway (DRG) for connectivity? (Choose two.) 

A. Remote virtual cloud network (VCN) peering across region 

B. Oracle IPsec VPN 

C. Local VCN peering 

D. Oracle Cloud Infrastructure FastConnect public peering 

Correct Answer: AB 

References: 

https://docs.cloud.oracle.com/en-us/iaas/Content/Network/Concepts/fastconnectoverview.htm You use a 

DRG when connecting your existing on-premises network to your virtual cloud network (VCN) with one (or 

both) of these: 

IPSec VPN 

Oracle Cloud Infrastructure FastConnect 

You also use a DRG when peering a VCN with a VCN in a different region: 

Remote VCN Peering (Across Regions) 

 

QUESTION 5

You are designing a high bandwidth, redundant connection between your data center and Oracle Cloud 

Infrastructure (OCI). While researching for OCI FastConnect locations, you notice that you are co-located 

with Oracle at one of the Oracle FastConnect locations in the Ashburn region. 

What is the recommended design in this scenario? 

A. Create a cross-connect group and have two or more cross-connects in that group. Create an IPsec VPN connection
on this group. 
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B. Setup two IPsec connections between your data center and OCI Ashburn region. Create a OCI load balancer to
distribute the traffic across the two connections. 

C. Create a cross-connect group and have at least two or more cross-connects in that group. Create at least two or
more virtual circuits in the group. 

D. Create a cross-connect group and have at least one cross-connect in that group. Create at least one virtual circuit in
the group. 

Correct Answer: C 

You could have multiple private virtual circuits, for example, to isolate traffic from different parts of your organization
(one virtual circuit for 10.0.1.0/24; another for 172.16.0.0/16), or to provide redundancy. 
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