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QUESTION 1

Which two statements are true about Oracle Cloud Infrastructure IPSec VPN Connect? 

A. Each OCI IPSec VPN consists of multiple redundant IPSec tunnels 

B. OCI IPSec VPN tunnel supports only static routes to route traffic 

C. OCI IPSec VPN can be configured in tunnel mode only 

D. OCI IPSec VPN can be configured in trans port mode only 

Correct Answer: AC 

VPN Connect provides a site-to-site IPSec VPN between your on-premises network and your virtual cloud network
(VCN). The IPSec protocol suite encrypts IP traffic before the packets are transferred from the source to the destination
and 

decrypts the traffic when it arrives. On general, IPSec can be configured in the following modes: 

Transport mode: IPSec encrypts and authenticates only the actual payload of the packet, and the header information
stays intact. 

Tunnel mode (supported by Oracle): IPSec encrypts and authenticates the entire packet. After encryption, the packet is
then encapsulated to form a new IP packet that has different header information. 

Oracle Cloud Infrastructure supports only the tunnel mode for IPSec VPNs. Each Oracle IPSec VPN consists of multiple
redundant IPSec tunnels. For a given tunnel, you can use either Border Gateway Protocol (BGP) dynamic routing or 

static routing to route that tunnel\\'s traffic. 

More details about routing follow. 

IPSec VPN site-to-site tunnels offer the following advantages: 

Public internet lines are used to transmit data, so dedicated, expensive lease lines from one site to another aren\\'t
necessary. 

The internal IP addresses of the participating networks and nodes are hidden from external users. The entire
communication between the source and destination sites is encrypted, significantly lowering the chances of information
theft. 

 

QUESTION 2

You are planning to deploy a multi-region web application in Oracle Cloud Infrastructure (OCI). You have customers in
North America, Asia and Europe who will access the application. What service is available in OCI to help you choose
the regions the lowest latency to these markets? 

A. Internet Intelligence 

B. FastConnect 

C. IPsec VPN 
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D. DNS Zone Management 

Correct Answer: A 

 

QUESTION 3

Which two are required parameters to create a public load balancer instance? (Choose two.) 

A. certificate 

B. load balancer name 

C. listener 

D. back end set 

E. two public subnets 

Correct Answer: CD 

References: https://docs.cloud.oracle.com/en-us/iaas/Content/GSG/Tasks/loadbalancing.htm 

 

QUESTION 4

Which DNS resource record type is used to point a host name to an IPv4 address? 

A. ALIAS 

B. A 

C. CNAME 

D. AAAA 

Correct Answer: B 

References: 

https://docs.cloud.oracle.com/iaas/Content/DNS/Reference/supporteddnsresource.htm?tocpath=Se
rvices%7CDNS%7C_____2 

 

QUESTION 5

Which two statements are true about data guard service on DB Systems in Oracle Cloud Infrastructure (OCI)? (Choose
two.) 

A. Data guard implementation requires two DB Systems, one running the primary database on a virtual machine and the
standby database running on bare metal 

B. Data guard configuration on the OCI is limited to one standby database per primary database 
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C. Data guard configuration on the OCI is limited to a virtual machine only 

D. Data guard implementation requires two DB Systems, one containing the primary database and one containing the
standby database 

Correct Answer: BD 
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