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QUESTION 1
You have a web application running on Oracle Cloud Infrastructure (OCI) that lets users log in with a username and
password. You notice that an attacker has tried to use SQL comment “--" to alter the database query, remove the

password check and log in as a user. You decide to prevent any future attacks.

Which of the following OCI services or features would you choose to safeguard your application? (Choose the best
answer.)

A. Network Security Group

B. Data Safe

C. Web Application Framework (WAF)
D. Vault

Correct Answer: D

QUESTION 2

You have created an Autonomous Data Warehouse (ADW) service in your company\\'s Oracle Cloud Infrastructure
(OCI) tenancy and you now have to load historical data into it. You have already extracted this historical data from
multiple data marts and data warehouses. This data is stored in multiple CSV text files and these files are ranging in
size from 25 MB to 20 GB.

Which is the most efficient and error tolerant method for loading data into ADW? (Choose the best answer.)

A. Create Auth token, use it to create an object storage credential by executing
DBMS_CLOUD.CREATE_CREDENTIAL, using the web console upload the CSV files to an OCI object storage bucket,
create the tables in the ADW database and then execute DBMS_CLOUD.COPY_DATA for each CSV file to copy the
contents into the corresponding ADW database table.

B. Create the tables in the ADW database and then execute SQL*Loader for each CSV file to load the contents into the
corresponding ADW database table.

C. Create Auth token, use it to create an object storage credential by executing
DBMS_CLOUD.CREATE_CREDENTIAL, using OCI CLI upload the CSV files to an OCI object storage bucket, create
the tables in the ADW database and then execute Data Pump Import for each CSV file to copy the contents into the
corresponding ADW database table.

D. Create Auth token, use it to create an object storage credential by executing
DBMS_CLOUD.CREATE_CREDENTIAL, using OCI CLI upload the CSV files to an OCI object storage bucket, create
the tables in the ADW database and then execute DBMS_CLOUD.COPY_DATA for each CSV file to copy the contents
into the corresponding ADW database table.

Correct Answer: D

QUESTION 3
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You have a Linux compute instance located in a public subnet in a VCN which hosts a web application. The security list
attached to subnet containing the compute instance has the following stateful ingress rule.

_| | Stateless » | Source | IP Protocol | Source Port Range | Destination Port Range
1 No 0.0.0.0/0 TCP All 22

The Route table attached to the Public subnet is shown below. You can establish an SSH connection into the compute
instance from the internet. However, you are not able to connect to the web server using your web browser.

L] |Destination a | Target Type
1 0.00.0/0 Internet Gateway

Which step will resolve the issue? (Choose the best answer.)

A. In the route table, add a rule for your default traffic to be routed to NAT gateway.

B. In the security list, add an ingress rule for port 80 (http).

C. In the security list, remove the ssh rule.

D. In the route table, add a rule for your default traffic to be routed to service gateway.

Correct Answer: D

QUESTION 4

You have recently been asked to take over management of your company\\'s infrastructure provisioning efforts, utilizing
Terraform v0.12 to provision and manage infrastructure resources in Oracle Cloud Infrastructure (OCI). For the past few
days the development environments have been failing to provision. Terraform returns the following error: You locate the
related code block in the Terraform config and find the following:

Error: Missing item separator

on ven peer lab.tf line 15, in resource “cci core security list” “ManagementSecurityList”:
15: tcp options = [min = “22"”, max = “22"]

Expected a comma to mark the beginning of the next item.

(11) ingress security rules {

(12) protocol = b

{13) source = “0.0.0.0/0"

(14)

{15) tcp options = [min = “22%, max = “22"]
(1e) 1}

Which correction should you make to solve this issue? (Choose the best answer.)
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A. Place a command at the end of line 16

B. Modify line 15 to be the following: tcp_options = {min = “22", max = “22")
C. Modify line 15 to be the following: tcp_options { min = “22” max = “22” }
D. Replace the curly braces { } in lines 11 and 16 with square braces ‘[ ]

Correct Answer: B

QUESTION 5

You have set an alarm to be generated when the CPU usage of a specified instance is greater than 10%. In the alarm
behavior view below you notice that the critical condition happened around 23:30. You were expecting a notification
after 1 minute, however, the alarm firing state did not begin until 23:33.
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What should you change to fix it? (Choose the best answer.)
A. Change the alarm\\'s metric interval to 1.
B. Change the alarm condition to be grater than 3%.
C. Change the notification topic that you previously associated with the alarm.
D. Change the alarm\\'s trigger delay minutes value to 1.
Correct Answer: D
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