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QUESTION 1

Scenario: A Citrix Architect needs to design a new NetScaler Gateway deployment to provide secure RDP access to
backend Windows machines. 

Click the Exhibit button to view additional requirements collected by the architect during the design discussions. 

To meet the customer requirements, the architect should deploy the RDP proxy through ______ using a________
solution. (Choose the correct option to complete the sentence.) 

A. CVPN: single gateway 

B. CVPN, stateless gateway 

C. ICAProxy: single gateway 

D. ICAProxy; stateless gateway 

Correct Answer: C 

 

QUESTION 2

Scenario: A Citrix Architect holds a design discussion with a team of Workspacelab members, and they capture the
following requirements for the NetScaler design project. 

1. 

A pair of NetScaler MPX appliances will be deployed in the DMZ network and another pair in the internal network. 

2. 

High availability will be accessible between the pair of NetScaler MPX appliances in the DMZ network. 

3. 

Multi-factor authentication must be configured for the NetScaler Gateway virtual server. 

4. 
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The NetScaler Gateway virtual server is integrated with the StoreFront server. 

5. 

Load balancing must be deployed for users from the workspacelab.com domain. 

6. 

The workspacelab users should be authenticated using Cert Policy and LDAP. 

7. 

All the client certificates must be SHA 256-signed, 2048 bits, and have UserPrincipalName as the subject. 

8. 

Single Sign-on must be performed between StoreFront and NetScaler Gateway. 

After deployment, the architect observes that LDAP authentication is failing. 

Click the Exhibit button to review the output of aaad debug and the configuration of the authentication policy. 

Exhibit 1 
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Exhibit 2 
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What is causing this issue? 

A. UserNamefield is set as subjection 

B. Password used is incorrect 

C. User does NOT exist in database 

D. IdapLoginName is set as sAMAccountName 

Correct Answer: A 

 

QUESTION 3

A Citrix Architect has deployed NetScaler Management and Analytics System (NMAS) to monitor a high availability pair
of NetScaler VPX devices. 

The architect needs to deploy automated configuration backup to meet the following requirements: 

1. 

The configuration backup file must be protected using a password. 

2. 

The configuration backup must be performed each day at 8:00 AM GMT. 

3. 

The configuration backup must also be performed if any changes are made in the ns.conf file. 

4. 

Once the transfer is successful, auto-delete the configuration file from the NMAS. 

Which SNMP trap will trigger the configuration file backup? 

A. netScalerConfigSave 
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B. sysTotSaveConfigs 

C. netScalerConfigChange 

D. sysconfigSave 

Correct Answer: A 

Reference: https://docs.citrix.com/en-us/netscaler-mas/12/instance-management/how-to-backup-andrestore-using-
mas.html#configuring-instance-backup-settings 

 

QUESTION 4

Scenario: A Citrix Architect needs to assess an existing NetScaler configuration. The customer recently found that
members of certain administrator groups were receiving permissions on the production NetScaler appliances that do
NOT align with the designed security requirements. 

Click the Exhibit button to view the configured command policies for the production NetScaler deployment. 
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To align the command policy configuration with the security requirements of the organization, the _______ for
______should change. (Choose the correct option to complete the sentence.) 

A. command spec; item 3 

B. priority; Item 5 

C. action; Item 1 

D. priority; Item 2 

E. action; Item 4 

F. command spec; Item 6 

Correct Answer: D 

 

QUESTION 5

Scenario: A Citrix Architect needs to assess an existing on-premises NetScaler deployment which includes Advanced
Endpoint Analysis scans. During a previous security audit, the team discovered that certain endpoint devices were able
to perform unauthorized actions despite NOT meeting pre-established criteria. 

The issue was isolated to several endpoint analysis (EPA) scan settings. 

Click the Exhibit button to view the endpoint security requirements and configured EPA policy settings. 
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Which setting is preventing the security requirements of the organization from being met? 

A. Item 6 

B. Item 7 

C. Item 1 

D. Item 3 

E. Item 5 

F. Item 2 

G. Item 4 

Correct Answer: F 
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