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QUESTION 1

A Citrix Engineer wants to create a configuration job template to add a DNS nameserver to each Citrix ADC instance.
What is a valid variable name for the DNS nameserver? 

A. %dns_nameserver% 

B. %dns_nameserver 

C. $dns_nameserver$ 

D. $dns nameserver 

Correct Answer: C 

 

QUESTION 2

Scenario: A Citrix Engineer needs to ensure that the flow of traffic to a web application does NOT overwhelm the server.
After thorough testing, the engineer determines that the application can handle a maximum of 3,000 requests per
minute. The engineer builds a limit identifier, rl_maxrequests, to enforce this limitation. 

Which advanced expression can the engineer write in the Responder policy to invoke rate limiting? 

A. SYS.CHECK_LIMIT("rl_maxrequests") 

B. SYS.CHECK_LIMIT("rl_maxrequests").CONTAINS("Busy") 

C. SYS.CHECK_LIMIT("rl_maxrequests").IS_VALID 

D. SYS.CHECK_LIMIT("rl_maxrequests").GE(3000) 

Correct Answer: B 

Reference: https://support.citrix.com/article/CTX134009 

 

QUESTION 3

Scenario: A Citrix Engineer is implementing Citrix Web App Firewall to protect a new web application. The engineer has
created a profile, configured the relaxation rules, and applied signature protections. Additionally, the engineer has
assigned the profile to a policy and bound the policy to the application. 

What is the next step for the engineer in protecting the web application? 

A. Update the global default Citrix Wed App Firewall profile with the new signature file. 

B. Enable the Signature Auto-Update feature. 

C. Enable logging on key protections. 

D. Test the web application protections with a group of trusted users. 
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Correct Answer: B 

Reference: https://docs.citrix.com/en-us/tech-zone/learn/poc-guides/citrix-waf- deployment.html 

 

QUESTION 4

A manager for a hospital billing system wants to display the last four digits of a credit card number when printing
invoices. 

Which credit card security action does this? 

A. X-Out 

B. Log 

C. Transform 

D. Block 

Correct Answer: A 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/application- firewall/dataleak-prevention/ creditcard-
check.html 

 

QUESTION 5

Scenario: A Citrix Engineer has configured Citrix Application Delivery Management (ADM) to monitor applications
presented by Citrix ADC appliances. When reviewing the App Security Dashboard, the engineer finds no data. 

What must the engineer do to ensure data is being collected from the applications? 

A. Enable AppFlow for Security Insight on the instances in Citrix ADM. 

B. Update the password stored in the instance profile on Citrix ADM. 

C. Point the default route on Citrix ADM to the subnet with the NSIPs of the Citrix ADC appliances. 

D. Enable the Web App Firewall feature on the Citrix ADC appliances. 

Correct Answer: A 
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