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QUESTION 1

Scenario: When reviewing the activity logs for a web application, a Citrix Engineer notices a high number of requests for
the page, /setup.aspx. Further investigation reveals that most of these requests originated from outside the network. 

Which protection can the engineer implement to prevent this? 

A. HTML Cross-Site Scripting (XSS) 

B. Cookie Consistency 

C. Start URL with URL Closure 

D. Buffer Overflow 

Correct Answer: C 

 

 

QUESTION 2

Statistics for which three types of violations are presented on the App Security Dashboard? (Choose three.) 

A. Web App Firewall protection 

B. IP Reputation 

C. SSL Enterprise Policy 

D. Signature 

E. AAA 

Correct Answer: ABD 

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management- service/analytics/security/ security-
violations.html 

 

QUESTION 3

Scenario: A Citrix Engineer needs to ensure that the flow of traffic to a web application does NOT overwhelm the server.
After thorough testing, the engineer determines that the application can handle a maximum of 3,000 requests per
minute. The engineer builds a limit identifier, rl_maxrequests, to enforce this limitation. 

Which advanced expression can the engineer write in the Responder policy to invoke rate limiting? 

A. SYS.CHECK_LIMIT("rl_maxrequests") 

B. SYS.CHECK_LIMIT("rl_maxrequests").CONTAINS("Busy") 

C. SYS.CHECK_LIMIT("rl_maxrequests").IS_VALID 
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D. SYS.CHECK_LIMIT("rl_maxrequests").GE(3000) 

Correct Answer: B 

Reference: https://support.citrix.com/article/CTX134009 

 

QUESTION 4

A Citrix Engineer is reviewing the log files for a sensitive web application and notices that someone accessed the
application using the engineer\\'s credentials while the engineer was out of the office for an extended period of time. 

Which production can the engineer implement to protect against this vulnerability? 

A. Deny URL 

B. Buffer Overflow 

C. Form Field Consistency 

D. Cookie Consistency 

Correct Answer: D 

 

QUESTION 5

How can a Citrix Engineer monitor the Citrix ADC appliances to check that all SSL certificates have a key strength of at
least 2048 bits from the SSL Dashboard Settings? 

A. Delete 512, 1024, and 4096 on the Enterprise Policy tab. 

B. Delete 512 and 1024 on the Enterprise Policy tab. 

C. Select 2048 and 4096 on the Enterprise Policy tab. 

D. Select 2048 on the Enterprise Policy tab. 

Correct Answer: D 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/ssl/faq-ssl1.html 
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