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QUESTION 1

Scenario: A Citrix Engineer is maintaining a Citrix Virtual Apps and Desktops environment with both internal and
external users and has deployed Workspace Environment Management (WEM) within the infrastructure to provide
resources to users within their sessions. 

The engineer has recently added a network printer to WEM under the Actions node, using the New Network Printer
dialog tab, and wants to limit this printer usage to internal Citrix users, as shown below: Internal users utilize Windows
10 only External users Windows 10 and Windows 2016 machines The server network IP address range is from
192.168.10.1 to 192.168.10.200 Citrix LAN users are all within IP address scope of 192.168.20.50 to 192.168.20.90 The
external users are on a public domain The Everyone group has already been added to the Assignments node within the
WEM console 

The engineer needs to create a Condition based on ______________ from within the Filters node and ______________
the Matching Result field within WEM to complete this task. 

A. OS Platform type; select Windows 10 from 

B. Client IP Address Match; add the IP address range 192.168.20.50 to 192.168.20.90 to 

C. IP Address Match; add the IP address range 192.168.10.1 to 192.168.10.200 to 

D. Client OS; select Windows 10 from 

Correct Answer: B 

 

 

QUESTION 2

A SQL Database Administrator has been asked to create a backup policy for the Citrix Virtual Apps and Desktops
databases. 

Which three SQL databases does a SQL Database Administrator need to back up for a Citrix environment? (Choose
three.) 

A. Monitoring database 

B. Site database 

C. Configuration Logging database 

D. License Server database 

E. Subscription database 

Correct Answer: ABC 

Reference: https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/technical-overview/databases.html 

 

QUESTION 3
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Which two actions should a Citrix Engineer take when upgrading a Workspace Environment Management (WEM)
environment? (Choose two.) 

A. Ensure that a valid database backup is created before launching the upgrade process 

B. Leave the WEM database in the Always On availability group 

C. Run the database upgrade utility under an identity that has sysadmin permissions 

D. Specify the SQL Server SA credentials during the upgrade wizard 

E. Run the WEM database management utility on all the WEM brokers 

Correct Answer: AC 

Reference: https://docs.citrix.com/en-us/workspace-environment-management/current-release/ upgrade.html (note) 

 

QUESTION 4

Scenario: A Citrix Engineer needs to use Citrix App Layering to create layered images for use with a Citrix Virtual Apps
and Desktops environment. 

The environment currently has the following (MCS) Machine Creation Services-provisioned images. 

-Windows 10 Virtual Delivery Agent (VDA) machines with App A, App B, and App C installed -Windows 10 VDA
machines with App A and App B installed 

Application A is a common app that is needed by all users. Application B is a time reporting app needed by all individual
contributors, and Application C is a managerial app needed by executives, but restricted from use by everyone else. 

The environment uses Citrix Hypervisor to host all VDA machines. 

To meet the minimum requirements while reducing administrative effort, the engineer would need __________ layered
image(s), using __________. 

A. 1; an Elastic Layer 

B. 1; a User Layer 

C. 1; no Elastic or User Layers 

D. 2; no Elastic or User Layers 

Correct Answer: B 

 

QUESTION 5

Scenario: A newly created Citrix Virtual Apps and Desktops site has sensitive information. The users consistently use
different browsers for their daily tasks. A Citrix Engineer is looking for ways to minimize attacks like ransomware,
phishing, and session hijacking. 

Which two steps can the engineer take to minimize attacks without interfering with user productivity? (Choose two.) 
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A. Disable access to specific browsers. 

B. Disable all the user plugins. 

C. Implement HTTP Strict Transport Security (HSTS). 

D. Use HTTP response headers to send security policies to endpoint browsers. 

Correct Answer: BD 
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