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QUESTION 1

What are the four valid options for a Windows compliance rule based on firewall status in a Workspace ONE
environment? (Choose four.) 

A. Good 

B. Snoozed 

C. Not Monitored 

D. Deferred 

E. Bad 

F. Poor 

Correct Answer: ACDE 

 

 

QUESTION 2

If the Compromised Protection switch is enabled in Workspace ONE UEM, what is the expected behavior on
compromised devices in the environment? 

A. A tag is assigned to the compromised devices and the admin gets notification 

B. Compromised devices are automatically Enterprise Wiped 

C. A block is set for all network connections except to the VMware servers 

D. Devices are marked as non-compliant and the admin gets a notification 

Correct Answer: D 

 

 

QUESTION 3

What is the term used to describe a type of social engineering attack aimed at a specific person or specific type of
person? 

A. Phishing 

B. Whaling 

C. Tailgating 

D. Spear Phishing 
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Correct Answer: A 

 

 

QUESTION 4

Which VMware Carbon Black Cloud function allows an administrator to remotely run commands on protected
endpoints? 

A. Live Query 

B. Alert Triage 

C. Investigate 

D. Live Response 

Correct Answer: A 

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (26) 

 

QUESTION 5

Which VMware product allows you to query an endpoint like a database? 

A. VMware NSX-T Data Center 

B. VMware Carbon Black Audit and Remediation 

C. VMware Workspace ONE UEM 

D. VMware Carbon Black Endpoint Standard 

Correct Answer: C 
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