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QUESTION 1

What is the purpose of the Solaris cryptographic framework metaslot? 

A. It is a storage facility for all of the encryption algorithms. 

B. It is a pointer to the next available cryptographic token slot. 

C. It is a library to limit algorithms based on export control laws. 

D. It is a door-based interface to the kernel cryptographic services. 

E. It is an interface to connect to any available cryptographic service. 

Correct Answer: E 

 

QUESTION 2

The security administrator has created a Basic Audit and Report Tool (BART) control manifest for the /etc directory. A
test manifest is created about one hour later, and the two manifests are compared. The administrator checks all
attributes for the files in /etc. Which event will NOT be reported by comparing the two manifests with BART? 

A. A file link was removed. 

B. A file was added to the directory. 

C. Permissions on a file were changed. 

D. Permissions on a file were changed and then restored. 

E. A file was examined using vi, edited, restored to original, and saved. 

Correct Answer: D 

 

QUESTION 3

A system administrator suspects that /etc/passwd or /etc/shadow has been modified without proper authorization. Which
two methods or programs can be used to find out whether that happened? (Choose two.) 

A. bart 

B. pkgchk 

C. pwdsign 

D. file system backups 

E. the Solaris Fingerprint Database 

Correct Answer: AD 
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QUESTION 4

In which location is the signature for a signed binary found? 

A. the ELF header 

B. a trailer attached to the file 

C. stored in a system database 

D. added to the binary at compile time 

E. created and stored in memory at system boot 

Correct Answer: A 

 

QUESTION 5

Given: 

jupiter:$md5,rounds=2006$2amXesSj5$$kCF48vfPsHDjlKNXeEw7V.:12210:::::: 

What is the characteristic of this /etc/shadow entry? 

A. User jupiter uses the md5 hash, with salt 2006$2amXesSj5$, and with the encrypted password
$kCF48vfPsHDjlKNXeEw7V. 

B. User jupiter uses the 2a hash, with 2006 iterations of the hash, with salt 2amXesSj5, and with the encrypted
password kCF48vfPsHDjlKNXeEw7V. 

C. User jupiter uses the md5 hash, with 2006 iterations of the hash, with salt 2amXesSj5, and with the encrypted
password kCF48vfPsHDjlKNXeEw7V. 

D. User jupiter uses the md5 hash, with 2006 iterations of the hash, with no salt, and with the encrypted password
$rQmXesSj5$$kCF48vfPsHDjlKNXeEw7V. 

Correct Answer: C 
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