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QUESTION 1

In which location is the signature for a signed binary found? 

A. the ELF header 

B. a trailer attached to the file 

C. stored in a system database 

D. added to the binary at compile time 

E. created and stored in memory at system boot 

Correct Answer: A 

 

QUESTION 2

Given: booting kernel Which feature of Solaris has generated the record? 

A. Solaris Auditing 

B. Solaris Boot Manager 

C. Solaris syslog daemon 

D. Service Management Facility 

E. Basic Audit and Report Tool (BART) 

Correct Answer: A 

 

QUESTION 3

A security administrator creates a directory called prevoy with the following access control policy: $ getfacl prevoy # file:
prevoy # owner: 

secadm # group: secadm user::rwx group::r-x #effective:r-x mask:r-x other:r-x default:user::r-- default:user: 

sysadm:rw- default:group::r-- default:group:sysadm:rw- default:mask:rwx default:other:--- Into this directory, the security
administrator creates a file called secrets. The ls command reports the following for the prevoy directory and secrets file:
$ ls -ld . secrets drwxr-xr-x+ 2 secadm secadm 512 Jun 6 16:38 . -r--r-----+ 1 secadm secadm 0 Jun 6 16:38 secrets 

Which two actions can be successfully taken by the sysadm role? (Choose two.) 

A. The sysadm role can read the secrets file. 

B. The sysadm role can write to the secrets file. 

C. The sysadm role can remove the secrets file. 
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D. The sysadm role can create new files under the prevoy directory. 

E. The sysadm role can change the Access Control Lists of the prevoy directory. 

Correct Answer: AB 

 

 

QUESTION 4

Which two are concerned with security threats? (Choose two.) 

A. integrity 

B. scalability 

C. performance 

D. confidentiality 

Correct Answer: AD 

 

QUESTION 5

The Solaris 10 cryptographic framework provides user-level commands to encrypt files. A combination of commands is
reported below: # tar cvf - /data | encrypt -a arcfour -k /tmp/key -o /tmp/backup Which two statements are true? (Choose
two.) 

A. The key can NOT be a file. 

B. The backup will be an encrypted file. 

C. arcfour is NOT a valid encryption algorithm. 

D. The tar command invocation is NOT correct. 

E. The /data directory is backed up and encrypted. 

Correct Answer: BE 
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