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QUESTION 1

Click the Exhibit button. 

You notice that the following line has been added to /etc/passwd: admin:x:0:0: 

Administrator:/:/bin/sh To figure out when this file was changed, you look at the file creation date, but based on that
information, the file hasn\\'t been touched since the system was installed. You look at the audit logs for this system and
find the three records that are shown in the Exhibit. What happened? 

A. User root changed /etc/passwd and set the date of that file to 05/05/05. 

B. User root changed /etc/passwd after setting the system date to 05/05/05. 

C. User foo used su to become root, changed /etc/passwd, and set the date of that file to 05/05/05. 

D. User foo used su to become root and changed /etc/passwd after setting the system date to 05/05/05. 

Correct Answer: D 

 

QUESTION 2
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Which three are useful tools to monitor the integrity of a system? (Choose three.) 

A. bart 

B. logadm 

C. elfsign 

D. cryptoadm 

E. Solaris Fingerprint Database 

Correct Answer: ACE 

 

QUESTION 3

Which command is used to configure auditing to track all arguments to an executed command? 

A. audit -c ex +argv 

B. audit -setpolicy -c ex 

C. auditconfig -setpolicy +cnt 

D. auditconfig -setpolicy +argv 

Correct Answer: D 

 

QUESTION 4

Packet filters and firewalls are an important component of any defense-in-depth security strategy. Which two types of
threats can IP Filter be deployed as an effective countermeasure against? (Choose two.) 

A. a Christmas Tree scan 

B. an attempt to log in to a system using SSH by an unauthorized user 

C. an attempt to exploit a SQL injection vulnerability in a web storefront application 

D. an attempt to exploit a buffer overflow vulnerability in rpcbind, originating from a host on an authorized network 

E. an attempt to exploit a buffer overflow vulnerability in rpcbind, originating from a host on an unauthorized network 

Correct Answer: AE 

 

QUESTION 5

A system administrator wants to share NFS file systems to two different sets of systems. Both sets of systems require
integrity checks and Kerberos authentication. The second set of systems also requires encryption. What option is open
to the system administrator? 
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A. Use an NFS server in two different zones, sharing the same data. 

B. Share the same file system with different sec options for both sets of clients. 

C. Share the file system only with NFSv4, because older NFS versions do not support this. 

D. Logically divide the file system into two separate file systems, each shared with different sec options. 

Correct Answer: B 
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