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QUESTION 1

Your organization wants to deploy a third party network monitoring tool. A requirement for deploying this tool is that it
runs with as few privileges as possible. The tool needs access to /dev/ip which is listed as: crw-rw-rw- 1 root sys 3, 0
Jun 5 

09:11

 /dev/ip When the tool is run as the unprivileged user monitor, it fails to open /dev/ip. How do you find out what privileges
are needed? 

A. 

Run the tool as root. 

B. 

Look at /dev/loginperm. 

C. 

Look at the device policy for /dev/ip. 

D. 

Look at monitor\\'s authorizations with auths monitor. 

Correct Answer: C 

 

QUESTION 2

You want to know when, by whom, and how privileges are used on one of your systems. How can you get that
information? 

A. by enabling Solaris Auditing 

B. by using the ppriv command 

C. by creating the file /etc/priv_debug 

D. by adding an audit.debug entry in /etc/syslog.conf 

Correct Answer: A 

 

QUESTION 3

Can a global zone administrator prevent a non-global zone administrator from running the sendmail program? 

A. Yes, using pkgrm SUNWsndmr SUNWsndmu. 

B. Yes, using svcadm -Z zonename disable sendmail. 
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C. Yes, using zlogin -l root zonename svcadm disable sendmail. 

D. No, the non-global zone administrator can install and run any program. 

Correct Answer: D 

 

QUESTION 4

Given: jupiter:$md5,rounds=2006$2amXesSj5$$kCF48vfPsHDjlKNXeEw7V.:12210:::::: What is the characteristic of this
/etc/shadow entry? 

A. User jupiter uses the md5 hash, with salt 2006$2amXesSj5$, and with the encrypted password
$kCF48vfPsHDjlKNXeEw7V. 

B. User jupiter uses the 2a hash, with 2006 iterations of the hash, with salt 2amXesSj5, and with the encrypted
password kCF48vfPsHDjlKNXeEw7V. 

C. User jupiter uses the md5 hash, with 2006 iterations of the hash, with salt 2amXesSj5, and with the encrypted
password kCF48vfPsHDjlKNXeEw7V. 

D. User jupiter uses the md5 hash, with 2006 iterations of the hash, with no salt, and with the encrypted password
$rQmXesSj5$$kCF48vfPsHDjlKNXeEw7V. 

Correct Answer: C 

 

QUESTION 5

Packet filters and firewalls are an important component of any defense-in-depth security strategy. Which two types of
threats can IP Filter be deployed as an effective countermeasure against? (Choose two.) 

A. a Christmas Tree scan 

B. an attempt to log in to a system using SSH by an unauthorized user 

C. an attempt to exploit a SQL injection vulnerability in a web storefront application 

D. an attempt to exploit a buffer overflow vulnerability in rpcbind, originating from a host on an authorized network 

E. an attempt to exploit a buffer overflow vulnerability in rpcbind, originating from a host on an unauthorized network 

Correct Answer: AE 
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