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QUESTION 1

You are a small-business owner and would like to encourage employees to bring their own devices (BYOD) to work.
Which of the following can help reduce the security risks associated with a BYOD implementation?

A. Expense accounts

B. Acceptable use policy

C. End user license agreement
D. In-house device maintenance

Correct Answer: B

QUESTION 2

Virtualization software transforms the hardware resources of a physical computer to create a fully functional virtual
computer that can run its own operating systems and applications. In addition to the CPU and RAM, which hardware
resources are used by virtualization software?

A. Hard disk and USB devices

B. Hard disk and network devices

C. Virtual hard disk and network devices

D. Network devices and secondary storage devices

Correct Answer: B

QUESTION 3

Jose is experiencing performance problems with his notebook computer that he purchased a year ago. Upon discussing
this issue with him, you learn that he has never deleted any temporary files since owning the device. What can Jose do
to fix this problem most efficiently?

A. Reformat his hard drive.

B. Use the Windows chkdsk utility.

C. Use the Windows Disk Cleanup utility.

D. Back up his computer and delete the active partition.

Correct Answer: C

QUESTION 4
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Jenny recently switched from broadband cable Internet to ADSL service with her local phone company.

To economize, she chose the self-installation option. It appears that her ADSL modem is not allowing her to connect to
the Internet. Which setting should she check first?

A. Loopback address
B. Software version
C. Default gateway
D. Device name

Correct Answer: C

QUESTION 5

Which type of attack involves the installation of malicious code on personal computers or servers that redirects Internet
traffic from a legitimate Web site to an identical-looking but malicious imposter Web site?

A. Pharming
B. Spoofing
C. Phishing
D. Replay

Correct Answer: A
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