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QUESTION 1

You have been assigned to provide security measures for your office\\'s reception area. Although the company needs to
provide security measures, costs must be kept to a minimum. Which of the following tools is the most appropriate
choice?

A. Firewall

B. Intrusion-detection system

C. Camera

D. Security guard

Correct Answer: C

QUESTION 2

Which of the following is most likely to pose a security threat to a Web server?
A. CGI scripts

B. Database connections

C. Flash or Silverlight animation files

D. LDAP servers

Correct Answer: A

QUESTION 3

You have just deployed an application that uses hash-based checksums to monitor changes in the configuration scripts
of a database server that is accessible via the Internet. Which of the following is a primary concern for this solution?

A. The extra hard disk space required to store the database of checksums

B. The amount of memory remaining now that the checksum-based application is running
C. The possibility of a bufferoverflow attack leading to a security breach

D. The security of the checksum database on a read-only media format

Correct Answer: D

QUESTION 4

An application is creating hashes of each file on an attached storage device. Which of the following will typically occur
during this process?
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A. An increase in the amount of time it takes for the system to respond to requests
B. Reduced risk of an attack

C. Increased risk of an attack

D. A reduction in the amount of time it takes for the system to respond to requests

Correct Answer: A

QUESTION 5

Consider the following image of a packet capture:
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I* File Transfer Protocol (FTP)
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Which of the following best describes the protocol used, along with its primary benefit?

A. Itis a passive FTP session, which is easier for firewalls to process.

B. Itis an active FTP session, which is necessary in order to support IPv6.

C. Itis an extended passive FTP session, which is necessary to support IPv6.

D. It is an active FTP session, which is supported by all FTP clients.

Correct Answer: A
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