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QUESTION 1

At the beginning of an IPsec session, which activity occurs during the Internet Key Exchange (IKE)?
A. Determining the number of security associations

B. Negotiating the authentication method

C. Determining the network identification number

D. Negotiating the version of IP to be used

Correct Answer: B

QUESTION 2

You purchased a network scanner six months ago. In spite of regularly conducting scans using this software, you have
noticed that attackers have been able to compromise your servers over the last month. Which of the following is the
most likely explanation for this problem?

A. The network scanner needs to be replaced.

B. The network scanner is no substitute for scans conducted by an individual.

C. The network scanner has atrojan.

D. The network scanner needs an update.

Correct Answer: D

QUESTION 3

A new server has been placed on the network. You have been assigned to protect this server using a packet-filtering
firewall. To comply with this request, you have enabled the following ruleset:

Rule Action |SRC IP DSTIP SRC |DST [Protocol
Number Port |Port

1 Allow 192.168.10.0/24 |* 110 >1023 (TCP

2 Allow |* 192.168.10.024 |<1023 [110 TCP

3 Allow 192.168.10.0/24 <1023 |[<1023 (TCP

4 Allow g 192.168.10.024 (<1023 |<1023 |TCP

Which choice describes the next step to take now that this ruleset has been enabled?

A. From the internal network, use your Web browser to determine whether all internal users can access the Web
server.
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B. From the internal network, use your e-mail client to determine whether all internal users can access the e-malil
server.

C. From the external network, use your Web browser to determine whether all external users can access the Web
server.

D. From the external network, use your e-mail client to determine whether all external users can access the e-mail
server.

Correct Answer: D

QUESTION 4

Your organization has made a particularly unpopular policy decision. Your supervisor fears that a series of attacks may
occur as a result. You have been assigned to increase automated auditing on a server. When fulfilling this request,
which of the following resources should you audit the most aggressively?

A. Authentication databases, including directory servers

B. Intrusion detection systems, especially those placed on sensitive networks

C. Log files on firewall systems

D. Firewall settings for desktop systems

Correct Answer: A

QUESTION 5

A new video conferencing device has been installed on the network. You have been assigned to troubleshoot a
connectivity problem between remote workers and the central company. Specifically, remote workers are having
problems making any connection at all. Which technique will most likely help you solve this problem while retaining the
existing level of security at the firewall?

A. Deny all use of UDP above Port 1024.

B. Configure the firewall to provide VPN access.

C. Configure a second network connection directly to the video conferencing device.

D. Allow all use of UDP below Port 1024.

Correct Answer: B
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