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QUESTION 1

You purchased a network scanner six months ago. In spite of regularly conducting scans using this software, you have
noticed that attackers have been able to compromise your servers over the last month. Which of the following is the
most likely explanation for this problem?

A. The network scanner needs to be replaced.

B. The network scanner is no substitute for scans conducted by an individual.

C. The network scanner has atrojan.

D. The network scanner needs an update.

Correct Answer: D

QUESTION 2

Which of the following is a primary auditing activity?
A. Encrypting data files

B. Changing login accounts

C. Checking log files

D. Configuring the firewall

Correct Answer: C

QUESTION 3

Which of the following activities is the most effective at keeping the actions of nae end users from putting the
company\\'s physical and logicalWhich of the following activities is the most effective at keeping the actions of na?e end
users from putting the company\\'s physical and logical resources at risk?

A. Configuring network intrusion-detection software to monitor end user activity

B. Conducting a training session at the time of hire

C. Reconfiguring the network firewall

D. Assembling a team of security professionals to monitor the network

Correct Answer: B

QUESTION 4

You have been asked to encrypt a large file using a secure encryption algorithm so you can send it via email to your
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supervisor. Encryption speed is important. The key will not be transmitted across a network. Which form of encryption
should you use?

A. Asymmetric
B. PGP

C. Hash

D. Symmetric

Correct Answer: D

QUESTION 5

Which of the following describes the practice of stateful multi-layer inspection?
A. Using a VLAN on a firewall to enable masquerading of private IP addresses
B. Prioritizing voice and video data to reduce congestion

C. Inspecting packets in all layers of the OSI/RM with a packet filter

D. Using Quality of Service (QoS) on a proxy-oriented firewall

Correct Answer: C
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