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QUESTION 1

Consider the following diagram:

Echn
He=pranae

Peitkstis |
Victim host

Intermediary host

Which type of attack is occurring?

A. Polymorphic virus-based attack

B. Denial-of-service attack

C. Distributed denial-of-service attack

D. Man-in-the-middle attack using a packet sniffer

Correct Answer: C

QUESTION 2

Which of the following errors most commonly occurs when responding to a security breach?

A. Shutting down network access using the firewall, rather than the network router

B. Adhering to the company policy rather than determining actions based on the IT manager\\'s input
C. Making snap judgments based on emotions, as opposed to company policy

D. Taking too much time to document the attack

Correct Answer: C
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QUESTION 3

What is the primary drawback of using symmetric-key encryption?
A. Key transport across a network

B. Speed of encryption

C. Denial-of-service attacks

D. Inability to support convergence traffic

Correct Answer: A

QUESTION 4

You want to create a quick solution that allows you to obtain real-time login information for the administrative account on
an LDAP server that you feel may become a target. Which of the following will accomplish this goal?

A. Reinstall the LDAP service on the server so that it is updated and more secure.

B. Install an application that creates checksums of the contents on the hard disk.

C. Create a login script for the administrative account that records logins to a separate server.

D. Create a dummy administrator account on the system so that a potential hacker is distracted from the
real login account.

Correct Answer: C

QUESTION 5

Which of the following is a typical target of a trojan on a Linux system?
A. Kernel modules

B. Shared libraries

C. Boot sector files

D. System32 DLL files

Correct Answer: A
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