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QUESTION 1

Irina has contracted with a company to provide Web design consulting services. The company has asked her to use
several large files available via an HTTP server. The IT department has provided Irina with user name and password, as
well as the DNS name of the HTTP server. She then used this information to obtain the files she needs to complete her
task using Mozilla Firefox. Which of the following is a primary risk factor when authenticating with a standard HTTP
server?

A. HTTP usescleartext transmission during authentication, which can lead to a man-in-the- middle attack.

B. Irina has used the wrong application for this protocol, thus increasing the likelihood of a man-in- the-middle attack.

C. A standard HTTP connection uses public-key encryption that is not sufficiently strong, inviting the possibility of a man-
in-the-middle attack.

D. Irina has accessed the Web server using a non-standard Web browser.

Correct Answer: A

QUESTION 2

You have just deployed an application that uses hash-based checksums to monitor changes in the configuration scripts
of a database server that is accessible via the Internet. Which of the following is a primary concern for this solution?

A. The extra hard disk space required to store the database of checksums

B. The amount of memory remaining now that the checksum-based application is running
C. The possibility of a bufferoverflow attack leading to a security breach

D. The security of the checksum database on a read-only media format

Correct Answer: D

QUESTION 3

Consider the following image of a packet capture:
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PP File Transfer Protocol (FTP)
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File: "ft;;_capture.cap" 5295 Bytes ... - Packets: 52 Displayed: 26 Marked: 0

Which of the following best describes the protocol used, along with its primary benefit?
A. Itis a passive FTP session, which is easier for firewalls to process.

B. Itis an active FTP session, which is necessary in order to support IPv6.

C. Itis an extended passive FTP session, which is necessary to support IPv6.

D. It is an active FTP session, which is supported by all FTP clients.

Correct Answer: A

QUESTION 4
Which of the following is a primary weakness of asymmetric-key encryption?

A. Itis slow because it requires extensive calculations by the computer. B. It can lead to the corruption of encrypted data
during network transfer.
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B. It is reliant on the Secure Sockets Layer (SSL) standard, which has been compromised.
C. It is difficult to transfer any portion of an asymmetric key securely.

Correct Answer: A

QUESTION 5

Consider the following diagram:
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Which type of attack is occurring?
A. Polymorphic virus-based attack
B. Denial-of-service attack
C. Distributed denial-of-service attack
D. Man-in-the-middle attack using a packet sniffer
Correct Answer: C
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