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QUESTION 1

Which of the following applications can help determine whether a denial-of-service attack is occurring against a network
host?

A. Thenetstat command and a packet sniffer

B. Theps command and a network scanner

C. The ping command and User Manager

D. Theiptables command and Windows desktop firewall

Correct Answer: A

QUESTION 2

Consider the following image: From the information in this image, what type of attack is occurring?

james@jamey; ~

File Edit View Terminal Tabs Help

james@jamey:~$ sudo john /etc/shadow #
[sudo] password for james:

Created directory: /root/.john

Loaded 1 password hash (FreeBSD MD5 [32/32])

guesses: 0 time: 0:00:00:13 60% (2) c/s: 6120 trying: Valerie3
guesses: @ time: 0:00:00:14 64% (2) c/s: 6132 trying: BootsieS
guesses: 0 time: 0:00:00:18 80% (2) c/s: 6151 trying: 7faust
guesses: @ time: 0:00:00:19 84% (2) c/s: 6159 trying: Sbenoit
guesses: © time: 0:00:00:20 88% (2) c/s: 6163 trying: Marlboros
guesses: 0 time: 0:00:00:22 96% (2) c/s: 6163 trying: Lasering
guesses: @ time: 0:00:00:23 (3) «/s: 6114 trying: machons
guesses: 0 time: 0:00:00:24 (3) c/s: 6108 trying: 49072007
guesses: 0 time: 0:00:00:25 (3) c¢/s: 6183 trying: motin
guesses: 0 time: 0:00:00:26 (3) c¢/s: 6106 trying: abentl
guesses: @ time: 0:00:00:27 (3) c/s: 6108 trying: sunkal
guesses: © time: 0:00:00:33 (3) c¢/s: 6122 trying: molasa
guesses: @ time: 0:00:00:34 (3) c/s: 6118 trying: binams
guesses: 0 time: 0:00:00:35 (3) c¢/s: 6117 trying: seacal
quesses: O time: 0:00:00:39 (3) c¢/s: 6130 trying: suphiele
guesses: 0 time: 0:00:00:40 (3) c/s: 6130 trying: croutier
guesses: @ time: 0:00:08:43 (3) c/s: 6147 trying: 46633313
guesses: @ time: 0:00:00:44 (3) c¢/s: 6154 trying: stumbown
iuesses: © time: 0:00:08:45 (3) c/s: 6159 trying: mrl37

A. A man-in-the-middle attack

B. A brute-force attack
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C. A connection-hijacking attack
D. A spoofingattackD.A spoofing attack

Correct Answer: B

QUESTION 3

Which of the following organizations provides regular updates concerning security breaches and issues?

A. IETF
B. ISO
C. ICANN
D. CERT

Correct Answer: D

QUESTION 4

Which choice lists typical firewall functions?

A. Creating a VLAN and configuring the intrusion-detection system

B. Issuing alerts and limiting host access

C. Logging traffic and creating a choke point

D. Implementing the security policy and scanning the internal network

Correct Answer: C

QUESTION 5

Which of the following can help you authoritatively trace a network flooding attack?
A. Your ISP

B. Firewall logs

C. Router logs

D. Ping

Correct Answer: A
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