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QUESTION 1

At the beginning of an IPsec session, which activity occurs during the Internet Key Exchange (IKE)?
A. Determining the number of security associations

B. Negotiating the authentication method

C. Determining the network identification number

D. Negotiating the version of IP to be used

Correct Answer: B

QUESTION 2

The best way to thwart a dictionary attack is by enforcing a:
A. strong password policy.

B. restricted access policy.

C. firewall configuration policy.

D. proxy server policy.

Correct Answer: A

QUESTION 3

A CGI application on the company\\'s Web server has a bug written into it. This particular bug allows the application to
write data into an area of memory that has not been properly allocated to the application. An attacker has created an
application that takes advantage of this bug to obtain credit card information. Which of the following security threats is
the attacker exploiting, and what can be done to solve the problem?

A. - Buffer overflow - Work with the Web developer to solve the problem

B. - SQL injection - Work with a database administrator to solve the problem

C. - Denial of service - Contact the organization that wrote the code for the Web server

D. - Man-in-the-middle attack - Contact the company auditor

Correct Answer: A

QUESTION 4

Which of the following details should be included in documentation of an attack?
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A. An overview of the security policy and suggestions for the next response plan

B. Estimates of how much the attack cost the company, and a list of the applications used by the attacker
C. The time and date of the attack, and the names of employees who were contacted during the response
D. The network resources involved in the attack, and recommendations for thwarting future attacks

Correct Answer: C

QUESTION 5

Which algorithm can use a 128-bit key, and has been adopted as a standard by various governments and
corporations?

A. MARS

B. RC2

C. Advanced Encryption Standard (AES)

D. International Data Encryption Algorithm (IDEA)

Correct Answer: C
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