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QUESTION 1

Which of the following applications can help determine whether a denial-of-service attack is occurring against a network
host? 

A. Thenetstat command and a packet sniffer 

B. Theps command and a network scanner 

C. The ping command and User Manager 

D. Theiptables command and Windows desktop firewall 

Correct Answer: A 

 

QUESTION 2

Consider the following image: From the information in this image, what type of attack is occurring? 

A. A man-in-the-middle attack 

B. A brute-force attack 
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C. A connection-hijacking attack 

D. A spoofingattackD.A spoofing attack 

Correct Answer: B 

 

QUESTION 3

Which of the following organizations provides regular updates concerning security breaches and issues? 

A. IETF 

B. ISO 

C. ICANN 

D. CERT 

Correct Answer: D 

 

QUESTION 4

Which choice lists typical firewall functions? 

A. Creating a VLAN and configuring the intrusion-detection system 

B. Issuing alerts and limiting host access 

C. Logging traffic and creating a choke point 

D. Implementing the security policy and scanning the internal network 

Correct Answer: C 

 

QUESTION 5

Which of the following can help you authoritatively trace a network flooding attack? 

A. Your ISP 

B. Firewall logs 

C. Router logs 

D. Ping 

Correct Answer: A 
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