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QUESTION 1

The most popular types of proxy-oriented firewalls operate at which layer of the OSI/RM?

A. Application layer B. Network layer
C. Session layer
D. Transport layer

Correct Answer: A

QUESTION 2

At what layer of the OSI/RM does a packet filter operate?

A. Layer 1
B. Layer 3
C. Layer 5
D. Layer 7

Correct Answer: B

QUESTION 3

Consider the following image of a packet capture:
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PP File Transfer Protocol (FTP)
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File: "ftp_captuFe.cap" 5295 Bytes ... - Packets: 52 Displayed: 26 Marked: 0

Which of the following best describes the protocol used, along with its primary benefit?
A. Itis a passive FTP session, which is easier for firewalls to process.

B. Itis an active FTP session, which is necessary in order to support IPv6.

C. Itis an extended passive FTP session, which is necessary to support IPv6.

D. It is an active FTP session, which is supported by all FTP clients.

Correct Answer: A

QUESTION 4
Which of the following describes the practice of stateful multi-layer inspection?

A. Using a VLAN on a firewall to enable masquerading of private IP addresses
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B. Prioritizing voice and video data to reduce congestion
C. Inspecting packets in all layers of the OSI/RM with a packet filter
D. Using Quality of Service (QoS) on a proxy-oriented firewall

Correct Answer: C

QUESTION 5

Which of the following is most likely to address a problem with an operating system\\'s ability to withstand an attack that
attempts to exploit a buffer overflow?

A. Firewall

B. Software update

C. Intrusion detection system
D. Network scanner

Correct Answer: B
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