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QUESTION 1

Put these HTTPS traffic inspections steps in the correct order. 

a. 

Validates the web site\\'s server certificate 

b. 

Intercepts HTTPS requests 

c. 

Decrypts data from client and inspects clear text content 

d. 

Decrypts response from server and inspects clear text content 

e.

 Creates a certificate for use between gateway and client 

f.

 Encrypts data and sends data to web server 

g.

 Encrypts data and sends data to client 

h.

 Establishes a secure connection to the requested web site 

A. 

a, e, b, h, c, f, d, g 

B. 

a, b, f, d, c, g, h, e 

C. 

b, h, a, e, c, f, d, g 

D. 

a, b, e, f, d, c, g, h 

Correct Answer: C 
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QUESTION 2

What is the most common way a computer can become infected with a bot? 

A. Malvertising 

B. Users accessing malicious web sites 

C. Adobe file vulnerabilities 

D. Microsoft file vulnerabilities 

Correct Answer: B 

 

QUESTION 3

Looking at these logs, what happened at 10:55? 

A. An IPS rule was installed, causing IPS to temporarily stop working 

B. The Gateway was rebooted, causing IPS to temporarily stop working 

C. A new IPS policy was installed, causing IPS to temporarily stop working 
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D. IPD Inspections were temporarily suspended, due to high load on the gateway 

Correct Answer: D 

 

QUESTION 4

Bots and viruses appear as __________ in the reporting blade. 

A. Threats 

B. Incidents 

C. Malware 

D. Infections 

Correct Answer: C 

 

QUESTION 5

IPS can assist in the discovery of unknown buffer overflow attacks without any pre-defined signatures. 

A. False, only the Threat Emulator blade can discover unknown attacks. 

B. True, if Zero-Day vulnerability is enabled. 

C. False, IPS needs predefined signatures for all functions. 

D. True, if Malicious Code Protector is enabled in IPS. 

Correct Answer: D 
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