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QUESTION 1

Put these HTTPS traffic inspections steps in the correct order. 

a. 

Validates the web site\\'s server certificate 

b. 

Intercepts HTTPS requests 

c. 

Decrypts data from client and inspects clear text content 

d. 

Decrypts response from server and inspects clear text content 

e.

 Creates a certificate for use between gateway and client 

f.

 Encrypts data and sends data to web server 

g.

 Encrypts data and sends data to client 

h.

 Establishes a secure connection to the requested web site 

A. 

a, e, b, h, c, f, d, g 

B. 

a, b, f, d, c, g, h, e 

C. 

b, h, a, e, c, f, d, g 

D. 

a, b, e, f, d, c, g, h 

Correct Answer: C 
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QUESTION 2

_______________ enforces or monitors traffic, based on the source or destination IP address of the country. 

A. IPS Recommended_Protections Profile 

B. Geo-protection 

C. Secure Web Gateway 

D. ThreatCloud 

Correct Answer: B 

 

QUESTION 3

The Threat Prevention software blade: 

A. Is configured in one unified policy for Anti-Bot and Anti-virus functions and uses the same threat repository. 

B. Can only be deployed as part of SensorNET. 

C. Is a free function that does not require additional licensing. 

D. Can only be deployed on a Security Gateway running GAiA. 

Correct Answer: A 

 

QUESTION 4

Sensitive corporate data is uploaded to ThreatCloud: 

A. When the administrator manually sends suspected traffic to ThreatCloud for inspection. 

B. Never 

C. When the administrator configures the sensor to be a SensorNET participant. 

D. After the bot attack has been confirmed. 

Correct Answer: B 

 

QUESTION 5

SmartLog can be used to identify which of the following: 

A. Security Policy version control information 

B. A list of currently connected users 

C. The country of origin of specific traffic displayed on a map 
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D. The top destination IP addresses of a specific source 

Correct Answer: D 
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