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QUESTION 1

Fill in the blank: The IPS policy for pre-R80 gateways is installed during the _______ . 

A. Firewall policy install 

B. Threat Prevention policy install 

C. Anti-bot policy install 

D. Access Control policy install 

Correct Answer: B 

https://sc1.checkpoint.com/documents/R80/CP_R80BC_ThreatPrevention/html_frameset.htm?
topic=documents/R80/CP_R80BC_ThreatPrevention/136486 

 

QUESTION 2

SandBlast offers flexibility in implementation based on their individual business needs. What is an option for deployment
of Check Point SandBlast Zero-Day Protection? 

A. Smart Cloud Services 

B. Load Sharing Mode Services 

C. Threat Agent Solution 

D. Public Cloud Services 

Correct Answer: A 

 

QUESTION 3

Fill in the blank: When a policy package is installed, ________ are also distributed to the target installation Security
Gateways. 

A. User and objects databases 

B. Network databases 

C. SmartConsole databases 

D. User databases 

Correct Answer: A 

A policy package is a collection of different types of policies. After installation, the Security Gateway enforces all the
policies in the package. A policy package can have one or more of these policy types: Access Control - consists of
these types of rules: 
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-Firewall 

-NAT 

-Application Control and URL Filtering 

-Data Awareness QoS Desktop Security - the Firewall policy for endpoint computers that have the Endpoint Security
VPN remote access client installed as a standalone client. Threat Prevention - consists of: 

-IPS - IPS protections continually updated by IPS Services 

-

 Anti-Bot - Detects bot-infected machines, prevents bot damage by blocking bot commands and Control (CandC)
communications 

-

 Anti-Virus - Includes heuristic analysis, stops viruses, worms, and other malware at the gateway 

-

 Threat Emulation - detects zero-day and advanced polymorphic attacks by opening suspicious files in a sandbox 

The installation process: 

Runs a heuristic verification on rules to make sure they are consistent and that there are no redundant 

rules. 

If there are verification errors, the policy is not installed. If there are verification warnings (for example, if 

anti-spoofing is not enabled for a Security Gateway with multiple interfaces), the policy package is installed 

with a warning. Makes sure that each of the Security Gateways enforces at least one of the rules. If none 

of the rules are enforced, the default drop rule is enforced. 

Distributes the user database and object database to the selected installation targets. 

Reference: 

https://sc1.checkpoint.com/documents/R80/CP_R80_SecMGMT/html_frameset.htm?topic=documents/ 

R80/CP_R80_SecMGMT/119225 

 

QUESTION 4

Which of the following is NOT a valid configuration screen of an Access Role Object? 

A. Users 

B. Networks 

C. Time 
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D. Machines 

Correct Answer: C 

Reference: https://sc1.checkpoint.com/documents/R76/ CP_R76_IdentityAwareness_AdminGuide/62050.htm 

 

QUESTION 5

What needs to be configured if the NAT property `Translate destination on client side\\' is not enabled in Global
properties? 

A. A host route to route to the destination IP 

B. Use the file local.arp to add the ARP entries for NAT to work 

C. Nothing, the Gateway takes care of all details necessary D. Enabling `Allow bi-directional NAT\\' for NAT to work
correctly 

Correct Answer: C 
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