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QUESTION 1

Fill in the blank: A(n) rule is created by an administrator and is located before the first and before last rules in the
Rule Base.

A. Firewall drop

B. Explicit

C. Implicit accept

D. Implicit drop

E. Implied

Correct Answer: E

This is the order that rules are enforced:

1.

First Implied Rule: You cannot edit or delete this rule and no explicit rules can be placed before it.
2.

Explicit Rules: These are rules that you create.

3.

Before Last Implied Rules: These implied rules are applied before the last explicit rule.
4,

Last Explicit Rule: We recommend that you use the Cleanup rule as the last explicit rule.
5.

Last Implied Rules: Implied rules that are configured as Last in Global Properties.

6.

Implied Drop Rule: Drops all packets without logging.

Reference: https://scl.checkpoint.com/documents/R76/CP_R76_Firewall_WebAdmin/92703.htm

QUESTION 2
The fw monitor utility is used to troubleshoot which of the following problems?
A. Phase two key negotiation

B. Address translation
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C. Log Consolidation Engine
D. User data base corruption

Correct Answer: B

QUESTION 3

Fill in the blank: An Endpoint identity agent uses a for user authentication.
A. Shared secret

B. Token

C. Username/password or Kerberos Ticket

D. Certificate

Correct Answer: C

Reference: https://scl.checkpoint.com/documents/R76/ CP_R76_IdentityAwareness_AdminGuide/62050.htm

QUESTION 4

Which of the following is NOT defined by an Access Role object?
A. Source Network

B. Source Machine

C. Source User

D. Source Server

Correct Answer: D

QUESTION 5

Consider the Global Properties following settings: The selected option "Accept Domain Name over UDP (Queries)"

means:
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Global Properties @

MAT - Network Addres:
Authentication

- VPN
Identity Awareness W Ac i Eirel =
UTM-1-Edge Gatew £oH cantiol cannecions: i

i+ RAemote Access

[+

Select the following properties and choose the position of the nules in the Rule Base:

User Directory [V Accept Remote Access control connections: I 1zt - |
QoS [v Accept Smart Update connections: :

User Authority

User Accounts [V Accept IPS-1 manzgement connections:

Stateful Inspection
Log and Aler

ConnectControl | First w |

¥ Accept outgeing packets originating from Galeway: Before Last =

*

OPSEC v Accept n_m;zning packets originating from Bee Lt
Security Managemer Connections gateway:
Non Unique IP Addr ™ Acceplt BIP:
Proxy
IPS [¥ Accept Domain Name over UDP [Queries):
UserCheck
iléigx?:eﬁ ™ Accepl Domain Name over TCP [Zone Transfer): First -
™ Accept ICMP requests:
[¢ Accept Web and SSH connections for Gateway's Firet =
administration (Small Office Appliance): i
v Accept incoming traffic to DHCP and DNS scn'iccsm
of gateways (Small Office Appliance): Kok
[¥ Accept Dynamic Address modules' outgoing [ntmetm
connections:
[v Accept VRRP packets originating from cluster Iﬁ
members (VSX I[PSO VRRP): -
[¢ Accept Identity Awareness control connections: First - I
Track
< >

Bt [~ LogImplied Rules

[ ok ] conca |

A. UDP Queries will be accepted by the traffic allowed only through interfaces with external anti-spoofing topology and
this will be done before first explicit rule written by Administrator in a Security Policy.

B. All UDP Queries will be accepted by the traffic allowed through all interfaces and this will be done before first explicit
rule written by Administrator in a Security Policy.

C. No UDP Queries will be accepted by the traffic allowed through all interfaces and this will be done before first explicit
rule written by Administrator in a Security Policy.

D. All UDP Queries will be accepted by the traffic allowed by first explicit rule written by Administrator in a Security
Policy.
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Correct Answer: A
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