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QUESTION 1

In SmartDashboard, Translate destination on client side is checked in Global Properties. When Network Address
Translation is used:

A. It is necessary to add a static route to the Gateway\\'s routing table.

B. The Security Gateway\\'s ARP file must be modified.

C. Itis not necessary to add a static route to the Gateway\\'s routing table.
D. VLAN tagging cannot be defined for any hosts protected by the Gateway.

Correct Answer: C

QUESTION 2

You are the Security Administrator for MegaCorp. In order to see how efficient your firewall Rule Base is, you would like
to see how often the particular rules match. Where can you see it? Give the BEST answer.

A. In SmartReporter, in the section Firewall Blade - Activity / Network Activity with information concerning Top Matched
Logged Rules.

B. It is not possible to see it directly. You can open SmartDashboard and select UserDefined in the Track column.
Afterwards, you need to create your own program with an external counter.

C. In the SmartView Tracker, if you activate the column Matching Rate.

D. SmartReporter provides this information in the section Firewall Blade - Security / Rule Base Analysis with information
concerning Top Matched Logged Rules.

Correct Answer: D

QUESTION 3

Which of the following is a viable consideration when determining Rule Base order?
A. Grouping authentication rules with address-translation rules

B. Grouping rules by date of creation

C. Grouping reject and drop rules after the Cleanup Rule

D. Grouping functionally related rules together

Correct Answer: D

QUESTION 4
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When using an encryption algorithm, which is generally considered the best encryption method?
A. DES

B. AES

C. Triple DES

D. CAST cipher

Correct Answer: B

QUESTION 5

John Adams is an HR partner in the ACME organization. ACME IT wants to limit access to HR servers to a
set of designated IP addresses to minimize malware infection and unauthorized access risks. Thus, the
gateway policy permits access only from John\\'s desktop which is assigned a static IP address 10.0.0.19.
He has received a new laptop and wants to access the HR Web Server from anywhere in the organization.
The IT department gave the laptop a static IP address, but that limits him to operating it only from his desk.
The current Rule Base contains a rule that lets John Adams access the HR Web Server from his laptop
with a static IP (10.0.0.19).

He wants to move around the organization and continue to have access to the HR Web Server.

To make this scenario work, the IT administrator:

1) Enables Identity Awareness on a gateway, selects AD Query as one of the Identity Sources, and installs
the policy.

2) Adds an access role object to the Firewall Rule Base that lets John Adams access the HR Web Server
from any machine and from any location and installs policy.

John plugged in his laptop to the network on a different network segment and was not able to connect to
the HR Web server. What is the next troubleshooting step?

A. John should install the Identity Awareness Agent

B. Investigate this as a network connectivity issue

C. After enabling Identity Awareness, reboot the gateway

D. He should lock and unlock the computer

Correct Answer: D
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