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QUESTION 1

Several Security Policies can be used for different installation targets. The firewall protecting Human Resources\\'
servers should have a unique Policy Package. These rules may only be installed on this machine and not accidentally
on the Internet firewall. How can this be configured? 

A. A Rule Base is always installed on all possible targets. The rules to be installed on a firewall are defined by the
selection in the row Install On of the Rule Base. 

B. When selecting the correct firewall in each line of the row Install On of the Rule Base, only this firewall is shown in the
list of possible installation targets after selecting Policy > Install. 

C. In the SmartDashboard policy, select the correct firewall to be the Specific Target of the rule. 

D. A Rule Base can always be installed on any Check Point firewall object. It is necessary to select the appropriate
target directly after selecting Policy > Install. 

Correct Answer: C 

 

QUESTION 2

All R76 Security Servers can perform authentication with the exception of one. Which of the Security Servers can NOT
perform authentication? 

A. RLOGIN 

B. HTTP 

C. SMTP 

D. FTP 

Correct Answer: C 

 

QUESTION 3

An internal router is sending UDP keep-alive packets that are being encapsulated with GRE and sent through your R76
Security Gateway to a partner site. A rule for GRE traffic is configured for ACCEPT/LOG. Although the keep-alive
packets 

are being sent every minute, a search through the SmartView Tracker logs for GRE traffic only shows one entry for the
whole day (early in the morning after a Policy install). 

Your partner site indicates they are successfully receiving the GRE encapsulated keep-alive packets on the 1-minute
interval. 

If GRE encapsulation is turned off on the router, SmartView Tracker shows a log entry for the UDP keep-alive packet
every minute. 

Which of the following is the BEST explanation for this behavior? 
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A. The Log Server log unification process unifies all log entries from the Security Gateway on a specific connection into
only one log entry in the SmartView Tracker. GRE traffic has a 10 minute session timeout, thus each keep-alive packet
is considered part of the original logged connection at the beginning of the day. 

B. The log unification process is using a LUUID (Log Unification Unique Identification) that has become corrupt.
Because it is encrypted, the R75 Security Gateway cannot distinguish between GRE sessions. This is a known issue
with GRE. Use IPSEC instead of the non- standard GRE protocol for encapsulation. 

C. The setting Log does not capture this level of detail for GRE. Set the rule tracking action to Audit since certain types
of traffic can only be tracked this way. 

D. The Log Server is failing to log GRE traffic properly because itis VPN traffic. Disable all VPNconfiguration to the
partner site to enable proper logging. 

Correct Answer: A 

 

 

QUESTION 4

The Captive Portal tool: 

A. Allows access to users already identified. 

B. Acquires identities from unidentified users. 

C. Is deployed from the Identity Awareness page in the Global Properties settings. 

D. Is only used for guest user authentication. 

Correct Answer: B 

 

QUESTION 5

How can you configure an application to automatically launch on the Security Management Server when traffic is
dropped or accepted by a rule in the Security Policy? 

A. Custom scripts cannot be executed through alert scripts. 

B. Pop-up alert script 

C. SNMP trap alert script 

D. User-defined alert script 

Correct Answer: D 
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