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QUESTION 1

Which answers are TRUE? Automatic Static NAT CANNOT be used when:
1) NAT decision is based on the destination port.

2) Both Source and Destination IP\\'s have to be translated.

3) The NAT rule should only be installed on a dedicated Gateway.

4) NAT should be performed on the server side.

A.2and 3

B.1,3,and 4

C.land2

D.2and 4

Correct Answer: C

QUESTION 2

You need to completely reboot the Operating System after making which of the following changes on the Security

Gateway? (i.e. the command cprestart is not sufficient.)

1.

Adding a hot-swappable NIC to the Operating System for the first time.
2.

Uninstalling the R75 Power/UTM package.

3.

Installing the R75 Power/UTM package.

4,

Re-establishing SIC to the Security Management Server.

5.

Doubling the maximum number of connections accepted by the Security Gateway.

A. 2,3 only

B. 3 only
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C. 3,4, and 5 only
D.1,2,3,4,and 5

Correct Answer: A

QUESTION 3

Complete this statement from the options provided. Using Captive Portal, unidentified users may be either; blocked,
allowed to enter required credentials, or required to download the .

A. ICA Certificate

B. SecureClient

C. Full Endpoint Client

D. Identity Awareness Agent

Correct Answer: D

QUESTION 4

John Adams is an HR partner in the ACME organization. ACME IT wants to limit access to HR servers to designated IP
addresses to minimize malware infection and unauthorized access risks. Thus, the gateway policy permits access only

from John\\'s desktop which is assigned a static IP address 10.0.0.19.
John received a laptop and wants to access the HR Web Server from anywhere in the organization. The IT department
gave the laptop a static IP address, but that limits him to operating it only from his desk. The current Rule Base contains

a

rule that lets John Adams access the HR Web Server from his laptop with a static IP (10.0.0.19). He wants to move
around the organization and continue to have access to the HR Web Server.

To make this scenario work, the IT administrator:
1) Enables Identity Awareness on a gateway, selects AD Query as one of the Identity Sources installs the policy.

2) Adds an access role object to the Firewall Rule Base that lets John Adams PC access the HR Web Server from any
machine and from any location.

John plugged in his laptop to the network on a different network segment and he is not able to connect.
How does he solve this problem?

A. John should lock and unlock the computer

B. Investigate this as a network connectivity issue

C. John should install the Identity Awareness Agent

D. The firewall admin should install the Security Policy
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Correct Answer: D

QUESTION 5

Can you use Captive Portal with HTTPS?
A. No, it only works with FTP

B. Yes

C. No, it only works with FTP and HTTP
D. No, it only works with HTTP

Correct Answer: B
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