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QUESTION 1

To protect its information assets, ABC Company purchases a safeguard that costs $60,000. The annual cost to maintain
the safeguard is estimated to be $40,000. The aggregate Annualized Loss Expectancy for the risks the safeguard is
expected to mitigate is $50,000. At this rate of return, how long will it take ABC Company to recoup the cost of the
safeguard? 

A. ABC Company will never recoup the cost of this safeguard. 

B. Less than 7 years 

C. Less than 3 years 

D. Less than 1 year 

E. Less than 5 years 

Correct Answer: B 

 

QUESTION 2

Maintenance of the Business Continuity Plan (BCP) must be integrated with an organization\\'s _______________
process. 

A. Change-control 

B. Disaster-recovery 

C. Inventory-maintenance 

D. Discretionary-budget 

E. Compensation-review 

Correct Answer: A 

 

QUESTION 3

Which of the following best describes an external intrusion attempt on a local-area network (LAN)? 

A. Internal users try to gain unauthorized access to information assets outside the organizational perimeter. 

B. External-intrusion attempts from sources outside the LAN are not granted permissions or rights to an organization\\'s
information assets. 

C. External users attempt to access public resources. 

D. External intruders attempt exploitation of vulnerabilities, to remove their own access. 

E. Internal users perform inappropriate acts on assets to which they have been given rights or permissions. 
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Correct Answer: B 

 

QUESTION 4

The items listed below are examples of ___________________ controls. 

*Procedures and policies *Employee security-awareness training *Employee background checks *Increasing
management security awareness 

A. Technical 

B. Administrative 

C. Role-based 

D. Mandatory 

E. Physical 

Correct Answer: B 

 

QUESTION 5

A(n) _______________ is an abstract machine, which mediates all access subjects have to objects. 

A. ACL 

B. Reference monitor 

C. State machine 

D. TCB 

E. Router 

Correct Answer: B 
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