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QUESTION 1

ABC Corporation\\'s network is configured such that a user must log in individually at each server and access control.
Which type of authentication is in use?

A. Role-based access control
B. Three-factor authentication
C. Single sign-on

D. Hybrid access control

E. Mandatory sign-on

Correct Answer: E

QUESTION 2

Which of the following is an integrity requirement for Remote Offices/Branch Offices (ROBOs)?
A. Private data must remain internal to an organization.

B. Data must be consistent between ROBO sites and headquarters.

C. Users must be educated about appropriate security policies.

D. Improvised solutions must provide the level of protection required.

E. Data must remain available to all remote offices.

Correct Answer: B

QUESTION 3

Which of the following should be included in an enterprise Business Continuity Plan (BCP)? (Choose THREE.)
A. Accidental or intentional data deletion

B. Severe weather disasters

C. Employee terminations

D. Employee administrative leave

E. Minor power outages

Correct Answer: ABE
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QUESTION 4

To protect its information assets, ABC Company purchases a safeguard that costs $60,000. The annual cost to maintain
the safeguard is estimated to be $40,000. The aggregate Annualized Loss Expectancy for the risks the safeguard is
expected to mitigate is $50,000. At this rate of return, how long will it take ABC Company to recoup the cost of the
safeguard?

A. ABC Company will never recoup the cost of this safeguard.

B. Less than 7 years

C. Less than 3 years

D. Less than 1 year

E. Less than 5 years

Correct Answer: B

QUESTION 5

Which of the following best describes the largest security challenge for Remote Offices/Branch Offices?
A. Leased-line security

B. Salami attacks

C. Unauthorized network connectivity

D. Distributed denial-of-service attacks

E. Secure access to remote organizational resources

Correct Answer: E
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