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QUESTION 1

At ABC Corporation, access to critical information resources, such as database and e-mail servers, is controlled by the
information-technology (IT) department. The supervisor in the department grants access to printers where the printer is
located. Managers grant and revoke rights to files within their departments\\' directories on the file server, but the IT
department controls who has access to the directories. Which type of access-management system is in use at ABC
Corporation?

A. Centralized access management

B. Role-based access management

C. Hybrid access management

D. Decentralized access management

E. Privileged access management

Correct Answer: C

QUESTION 2

Which of the following can be stored on a workstation? (Choose TWO.)
A. Payroll information

B. Data objects used by many employees

C. Databases

D. Interoffice memo

E. Customer correspondence

Correct Answer: DE

QUESTION 3

When should procedures be evaluated?

A. When new functional users join an organization

B. On the anniversary of the procedures\\' implementation
C. Each time procedures are used

D. Whenever business processes are modified

E. When new exploits and attacks are discovered

Correct Answer: D
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QUESTION 4

One individual is selected from each department, to attend a security-awareness course. Each person returns to his
department, delivering the course to the remainder of the department. After training is complete, each person acts as a
peer coach. Which type of training is this?

A. On-line training

B. Formal classroom training

C. Train-the-mentor training

D. Alternating-facilitator training

E. Self-paced training

Correct Answer: C

QUESTION 5
Which of the following best describes an external intrusion attempt on a local-area network (LAN)?
A. Internal users try to gain unauthorized access to information assets outside the organizational perimeter.

B. External-intrusion attempts from sources outside the LAN are not granted permissions or rights to an organization\\'s
information assets.

C. External users attempt to access public resources.
D. External intruders attempt exploitation of vulnerabilities, to remove their own access.
E. Internal users perform inappropriate acts on assets to which they have been given rights or permissions.

Correct Answer: B
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