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QUESTION 1

To comply with the secure design principle of fail-safe defaults, what must a system do if it receives an instruction it
does not understand? The system should: 

A. send the instruction to a peer server, to see if the peer can execute. 

B. not attempt to execute the instruction. 

C. close the connection, and refuse all further traffic from the originator. 

D. not launch its debugging features, and attempt to resolve the instruction. 

E. search for a close match in the instruction set it understands. 

Correct Answer: B 

 

QUESTION 2

Which of the following best describes the largest security challenge for Remote Offices/Branch Offices? 

A. Leased-line security 

B. Salami attacks 

C. Unauthorized network connectivity 

D. Distributed denial-of-service attacks 

E. Secure access to remote organizational resources 

Correct Answer: E 

 

QUESTION 3

A(n) _______ occurs when intrusion-detection measures fail to recognize suspicious traffic or activity. 

A. False positive 

B. False negative 

C. CIFS pop-up 

D. Threshold 

E. Alarm 

Correct Answer: B 
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QUESTION 4

Which encryption algorithm has the highest bit strength? 

A. AES 

B. Blowfish 

C. DES 

D. CAST 

E. Triple DES 

Correct Answer: A 

 

QUESTION 5

What is the purpose of resource isolation? 

A. To reduce the level of broadcast traffic on physical segments. 

B. To ensure that anyone accessing a resource has appropriate integrity. 

C. To automate the creation of access control lists and Trusted Computing Bases. 

D. To enforce access controls, and clearly separate resources from each other. 

E. To make people buy more computers than they really need. 

Correct Answer: D 
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